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A Note FmrnThe Pobii tsfaer: 


(U) Wto’s 0/171 /fr,B$f ?lf you have noticed tttatttlfe WrrrtterHS5®i£®a^s(ptoi.l ,X&<II I 
No.4)) followedlrtteSSwinwraer issue (Vol. XXIIi No.2?), be a$aiLn®iJtWait you 
have nccd>t missed tlttee Fall issue (Vol. XXII No..33). The dteaadds of 
producing aaseppmfeSe, unclassiifiiedlvesEBinmobf the^pfiT®isssee(ybtol. XXII 
No.1) dedicated! ttottteerrreeracy'pfof Dr. Tordella) in time ffBrttteoppemg^fof 
NSA’s new sspperocrropLfler facility made itit necessary to declare tithe 
unclassified wrsGamtttefMI issue. 1997 should see iJUffihD^Ddkcmiassdrl^efalJiLde. 


(U) Wbafis on second The SBiwmwer 1996 iaaifeobf CPWFWZM&83 was 
inadvertern%s©Ttttto an incorrect diiSttilbiiltcDm. Please cmitadttttfeegiiiitoia&t 
ciyfflhS^pinssa or on 9S^t1S^iif\ymudiiitinra^t®eeeie^yocB's; extra ©api^ 
are still avaiillafelte. 
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An I nttmui few wviitii/Atliiii jtU KWW i 1 liairi X)S iSttiuiwnia A, tre t. (U) 

formter DllC l and ifonmurLH IiN'SSA (U) 


by Bi/il /Mffitfte 


(U) Let's begin wiithssnnie badkgrwimrid. Did you 
intenduttoallow a earner in iimUIfigfitmtvbehtyouyou 
joined the Nmy? 

(U) No, not really. I waftumnimiswxiiBddhhmutih 
Officers Gamdiiitate SaHnsd), which is principally ai (pipe¬ 
line (tioir ssnffaeec )l®recrs. At OCS, I wanted! to go into 
aviation. My family has ItndlailliHjghtentxDyvinriindritinn, 
my father toriinng am awiiittMin jjiharaeaT. So, I went through 
pre-flight and flight school at Pensacola. I wore glasses 
at the time,, but the INawy Haadiaappcgpairbbtftlfdbpij»l9ts 
and naval ffligjtat officers.. I was in tmaiimpg ffirrt Ibeliitte r, 
when Watsim^tM ®ntt down a atthaKdiiwffisa^ihgtltilaat the 
people \xdho) fiirisited]ffisSt through ffiffttHn iin my class amdi 
the d litas Haiti mil me would Hiiiwe to go iiimttoiiTtedlligmiia' 
because ttlEmjwvHsusbtiriEtagoiiiifiiielLiycgcnuii-r&ttJccrs in 
the Navy. 

(U) This rnpsett ttHnae mi tutors. but nevertheless, I was 
committed! to the inteffigmrceipflHilnte. So H rttugun my 
career iin 1P@63 as all young inmoll intelligence 
start off, as a spamidliSt in iimltelllgHEae. Of course, the 
Navy ltaiKttwa»tffieeicaHfflefiddklbLifelfliilt around inteUIi- 
gence, nme iim inmillliigmiuc tand ®ree in cryptology. 

(U)) DidmraSt of your subsequent assigniments 
remain in tlix intelligence trailk, versmsarppptlflogy? 

■ (S) Right. In Navy terms, Finn an intelligence 
officer, a "ISteagJht stick" 1 iittelllgpiunsgggry. All of my 
tours ware \WjHlliii|gtHn41ittSiitU( wriflett toasdd ippcriatinaila I 
intelligence ttmrre, including ufonmumU of the SuMutdi 
Naval Operational Intelligence umrtlirr, the gnadtetaafflair 
■to the MamittiimiiK [Intdliigu rureCGantor. I was alba ChnaettBnr 
laf iRflg Rangp Planpjpg; 


AiKMltaanvarsitm of this iinitaraiiswvvCTsppHlrH'ihhddital Jdxswer 
classification lteriliin Studies imttrttdllfgenas. 
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(U) And from then: to Diiirectur of Navall lliltdili- 
genoe, iMilaw&d HyyllMire&tDr of NSA. NSA must harw 
been your firstt fullll-ltiime “Ltedhmiiiil intelligence” 
assignment. 

(U) Well, naval intelligence iss highly Uviitmiiuulil. 
The naval iinittdi^inHE^tnKrniistt in the Navy is brought 
up with tttffiidteiathhtit most of tike iimilljgon'cavwduMal 
with is technical. Its aaoxunttiic, iitf§sS9U3IMr. Naval intel¬ 
ligence doesn'1 1 Itmvc irmrdh IHLVI1 NN1T, and much of what 
we have is overt. The HUMUNTTaidffiviMk$\TOdIffilifflsffi in 
the Naiw Itewr aAlv&yy di hdd to struggle to compete wittti 
technical intteHligamne.. The oullttinrail srttass of naval intel¬ 
ligence Ilna»;;ill.wip,\ssb5s«rruttchhhialtl. but within tlhitt tech¬ 
nical framework, multidisciplinary?, with amflWaiakis on 
putting tthiitrng^ LSoignthurtHmdbM 

ing that inttdlitgunccttotHiEaiusc.r. You need to have «®m- 
stant interactions \wilhtltfea;isercr, and (pnxximUytctohthe 
customer is one off tttenrrasSt important dynamics of the 
system. 

(U) So, I dealt ertensw«% w-iithSSKIlWl, and SIEB- 
INT iisHuus, and SDGfflMT I liaisantllbnoujfbou t my cGttBsrr. 
So, there roily vwitsrif taas srpprkse to me when 1 oaarrre to 
NSA. What was (fiiffifaKirtt was getting to know fciuill- 
ture and the Ibweauonacy atsta IDkifcnseagpncy,;as;uccoinH- 
bat support agency, and aas part of the Intelligence 
Community. 
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(Uj) Did the Navy’s tHnflkhasis >o ip p rxixiiimtw > to the 
user influence your actions as Di nectar of NSA and 
later as DDCI? 

(U) There iktiteessBHsdtitat the.$JGWTs$y8tan is 
isolated, that it exists somewlkure at Fort Meade. And to 
a degree, CIA has the samrepdmrtiidlgrrrifilfflmOT at least 
the perception. One of the things the agamdics llnwte taH 
to deal with is the mauil to be better connedtedlwililtihtltiltBir 
customers on teantEtaiialdaaddhfeirffiont^^ 
Community on ttltaecattejrlhHiitl. What you always worry 
about is tthe dknurmt 1MtannMS SA . for example, becomes 
a closed culture. And you have to “manage around”’ felt 
perception whan wnucmmwi«rxku;lelaKldiwis,tp[p(p«it,itoa)n in 
an organization like M&AflarO&ass an outsider. 

(U) How much of a sttngg^evasas that in your 
NSA and DDCI positions?/ 

(U) It’s imott really fct much of a s»ra@gjte. I find if 
you agigffidl to people ttoreaahtomut and cosnisiitortltikixsee 
wider iisauss, they’lll do it. Sometimes they imailltto be 
nagged, but througHnomit this period ttlte ictoa of Commu¬ 
nity unr carporateimess has been ssoinjppitatant that it 
couldnft be iigmomiilomrddorndd. Sometime you hmodto 
attach ;u"rtn<kikifldgig” message to this affioirtt, but we 
really are requinnadl to build within the Intelligence CiMtn- 
munity an analog to fe jfoiiitmimsaff&rtfis tihai axa kit iin ttte 
military. This Coirnrarnimutty ^h«idtU(ifpttniaxiasii;i(&»miirn)u- 
nity; if it docs, the whofc wfflltegsgaBrrtltemtlitessumaff 
the parts. We are dls®ctteuiWyii uokierhdiohWylatotia>n to 
reduce duplication. Clearly, there was a lhat of duplica- 
KoL^f.Cci'V- ) tion in the system. So, I was fontunateiitidsihjgaiflfetito 
w®dk in Qne eultuue atlSSAaanidltltibBn to come over here 
to OXVanddhthe GshMifp^unity amairHnnrartt to \wsnlkoon 
projects that furfeo^ttliffiamntaptof)£onmranit>ty. 

(U) The and hgjybbetVKuen the Defense ufhhumw- 
nity aasitits attempted to work out the [prbtdems of 
jwnutiress and the IwtillljgenrefCmmm uhit ysi s an inter¬ 
esting nine. Whence is the Intel 11 panoe( tdoimn unitwiin 
that process, compared to a community thatt has 
been at the prueesslfirnia longer period?/ 

J<Pf I think ttteliMdilggDoecf 'CbjinijraiiiiitittiihiiBiiriade 
significant progress.. The gariitirttutifoil) <dfthtecIdaddertaIpp 
has shifted suitestiaattMllv. I 
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(U) Certainly ft would lhavetfoeen more common 
before 119HB1 or 1992 fotaanN'SSAodffieetcto spend part 
gf his F fcg F gafgSF ifl at Cihcrn ment gom- 

muhibatilonis Headic|uanters I Is all thdiS 

driving around the Beltwaw wwirtb iff 

-f-Gy T hat's; an i httoeeStiiggCjnuasti»>rirdino)nevscabraI 
dimensions. | ——————— 


__—-liftimnuiumbcr two is that we arc 

burdened byttteeffett that the OtmmnuimltyisssppeedcbtMut 
fromfftoffi Meade to the incw 'NffOMhudithyipast Dulles 
Airport. This physical! sqpatai h m i fsaiipoblxlom, because 
it keeps the culture apart. As much as we thanr^httttih^s 
like secure vidta.rcwirifeimruiir^vwaibtUssxhl’edltbci'iprbWurii, 
that really hasm’ttbteeflncaaee. The ttmmlKy huKumtuiyipiiiim 
about the pmstoitam of physical separation is that it has 
the effect of keeping organizatioiiirsamlla rdltneeglthat are 
actually vtny ‘simllariiimcbhmaistien[xpart. 


(U) ThatfSs a sentiment IVe never heard 
expressed. 

It's, it me. I came ttoCCIAifafter having tbsmn 
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through a wHdte sefct of issues al NSA, and B ffamtHtltbe 
same gmiHtems. | 


(U) The issues am.s«*uirtfeli\wiHultiba litpfiimutttitiadun 
of(palihynmfflBggiinaW, the naa^piiransntt tomtit people 
out oftidirffutttKssiss, and tltedt^HffittowhhihJthhiEidul- 
ture here, the meads of technologies, the fammiilly ®i&ntte- 
tion of the persommsdl, You can go on aimuHaan. These are 
at least sibling (Otiguriaaiismt,. from the ppfihttaffviaw,' of 
management challenges. 

(U) Would jynuwwatit to tit harecoeogriiti on of 
these similarities and the move towandljojinhibness 
extend ttotUuexmttidion of a IKottauignl ititldlligiwncbtSer- 
vice, anallrtgcur* t t ot fobtFbrureigftidveiwiice, where jpasgltc 
get hired ii«totheeseitwuuid(fd:ithenigis«iifitiednto one 
agency or ansuttaif ? 

(U) No. I tthfiimlk an efficiency expaill who (toanitt 
know anything ateauft the business mmitb of the agamCd* 
might suggest that. But I wouMn'tt. These iascdisSihott 
business areas*, each of which iiaqpiiis^ccfflea'ompiptete-n- 
cies which are difficult to sustain even given the saaite of 
the existing sapfipartMggmitiitases. The SIGINT aadd 
INFOSEC tojitfi&sasc for example, are wuryccrapjdKx. 
If you're gfflhgttodaiishhaggellhffespipsrailsiHtlaseassaasijci- 
ated with tttusgebbaBias&s, or any of the (rttterbtaHsinnsss 
lines, in the Ooimmuritw. effectively, you toe toasiaib- 
lish a center of gravity. That means you Itere to estab¬ 
lish accountability and cohbesanee. Otherwise, you 
would find the business anaafowsdOEeddddMMin by consid¬ 
erations that would make it difficult to keep fidews mm tfte 
various primary mnisswBs\^feese£tippOidddaivivlit.h. It's 
just like OMpaateliffe: consolidation ifeiiiirappaitiantu, but 
one must recognize points of diminishing returns. 
These arellfliEsfitiwCtares, tens of thousands of people 
even with downstair so the iitea tfhrtt you oodld [putdk- 
age aili of this effort in aisirig^cstBmalurarc is an idfca 
whose time has not arrived, if it ever will. 

(U) Yr»u mentioned ddiwsvinslain g, and that is the 


environment you umsuurMmldKbbth at NSA »®ril as 
DllO aind Acting MEII. How susirhuisatpprdblBifiiahas 
thatt been totthelfeakk’fislpi'’? 

(U» Let me elevate the question up a level: The fun- 
damcimttsall problem cdfreeantt years ItesHaminimmingaltbe 
I n telliigvmie (Conn muni ty ffwsnrt It h t( ’GW d War to a (differ¬ 
ent woidkil, one that ik not yet etem% (Mfinsh. With that 
challenge up front, a whole best of issues present ttam- 
selves, not least of which i$s “Whaft is thewarhlld of 
tomomwiw gpiingttnl (k*lJ iUkd?" Ultimately, instruments 
like IHME>355\wlil| define tftegmmriBsonrwhiblctinidtlalli- 
gene® Unas to operate-.. During this titane,. we had to deal 
with dofwtwrkimg antBrneaaigneec mag assess . And w«- Itadi 
a inunttecr of problems, especially fixer CIA, and eexajn 
more particularly for the clandestine service-width 
Ames, the French agjjiiiig iBastes. Guatemala, class aeftem 
suits wiriiirialvidltiltik] suits by women irntteeaggreiyy: and 
these gitealk-mrpxitottddItfaevwrkk> Mi (h te Ida (Wriffa i p in 
making the luraatotriiam dta- ctu'immumjy. 

(U) But that transition remained tlte owetffl iinqwrtBirtt 
objective.. And I ttlhiiitiilktiteltuidiu'RlfitpKrlttbfcoinutllilgguuec 
agenriies nmtasttaadlttlatt. I certainly would Bite to tthiirlk 
they understtoasdttlhsft. We put heavy emphasisram stuudfes 
and ttakftjfficess to look at various a^Katteoffthhaskaie. 
By the time Jliiram tSBfeoJtey left, w^fretpalteiMjJyltoMitgg at 
upwards of 125 studies on various aspects ffinrtltetranki- 
tion [pidlltom, everything flown i ppHtiiticiatitio n. to covert 
action. And thatk tlla-a\mnu&- of the legacy of this tran¬ 
sition period, 

(U) I Itehevetlfisseffijoti has [putt us itoffontt of the 
rest of the fetodl government imtferwiiwnitoeftofct. 
We started diow.iia Vi ingbbfifaroiayonm e 1 salsiidiid, and ss» 
on. Only Unstoty ikgwitjg to tell us whether these aOMnss 
were the esswKdt @tes,lhitt 1 utoari t tthi iWdcweehtsaldrianfy^ - 

native Hurt to make tfiafgc.tttfflflshlxnfis. We've tgmrawxutu 
ahead «amiksurtsaffiuuiirjgi itufljrttvvs&si irrtblmHinivrriifgv'arilth 
ideas on oikill service roffem, which II think [Kirxfdtwi 
Deutch is gating to be talking about in the wear ffuituunce. 

(U) We had a m^jtwttatdrimafimtthg?^^ of 

the (CdMId War architecture aarralckl (detanmmiinHi gduth a 1 our 
futureaa-aHiitexttueewasagcgogig)fce.be. There*htoean an 
incrediWe ricHiitess in the fem^atxMfwifltijgg.iiudiiilwgig 
this period, and tttevalill come milter to define thte 
future (rffitoffilggeoee. None of the neaft of the feterdl 
government is dhsse to doing tltesodn of work m-vec 
done on owr fijittuiKe. 

(U) The prolbltemwd^vx^eeo«intBe@-ddiad(Jlt(h&{«Hi- 
sition me vvebkseerxldiiti lipgvritt Hn:hvik lt-ft a morale rfffedt, 
and tthatfebbenrpipart of the dtowMstlfe. But in tlte ltopg 
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fUfl, I think iit^ll>eeni(ft)Wuitou3(fDf 'CiA, and with iittlilP 
ifltillipnce community, to go through tthispK««©s$- At 
fifties it has seemed like we IveI beenItii t Ihetweent tteQ Mn - 
fling ligjWts wilthaa two-by-fobrf.but maybe tthatsStfeeerha 
wake-up cellll. The benefit may IteUthat we will b§ 
fgfotmed before «n$lb 0 %adlse. We have an opportuffitty 
t@ Use <&ur internal work, along vwithtlthavwkrk of the 
Aspin--&flOWffl QgomihisBkjn, IC 231, and till the othef 
external studies, to process ithisvwotk, go forward \with 
iegislaltoft Where itegurcati, and gain a naneswedcentlfftse- 
ment fcsr American kmteiliganae. 

(U) Let's jgo back to Iheeeakfcrsenteat. Beyond 
(U) Let's rretnin* td ithei dmdorsemeBtuLssuet in a issues of intemdli management,! there is always going 
bit, but it's weryutlear that you see all the .effort and to be some skepticism-t+iin the (Congress, among the 

turmoil > df: recent geearssasl (ultimately .necessary and public—tlthat what we do is inherently snsipeflt Toler- 

even therapeutic. able iduifog, wartime, perhaps, but less so liin [peace¬ 

time. 

(U) I think yyxnbire getting att the openness and 
demystification iissire, and iltiexcs’s no doubt we cooiltd 
have done a lhflttflrjjdb;ffrtMiilatin’g to the American peo¬ 
ple auwU (dthaisswHwxoount, including tttoe (Congress, why 
we meed ;ucappMxle, robust intelligence system. What I 
worry atfonUt is tthat you tcarif t assume wveiia;going to 
make asiamationtlliba:oQmrititmient to intelligence we’Nwe 
made Ifiwarai tthc llOTQs>on. This was ;a I heyday, in which 
intelligence inraiteietflraordinaryucorttrftoutioris. Unfortu¬ 
nately, wc’\ve faffijnsBocfateedd It hat il don Itiihiniki this con¬ 
tribution iisiappreariftleld, either Iby ttieeiaionninahkers, nor 
by historians, as \wdll as by the (aainttryafit large. We 
have an obligation to be more opem-aanld we now oper¬ 
ate under a directive to be more open. Openness is a dif¬ 
ficult issue to manage, and ycuifreaWwiyy^cgiaiing to be 
struggling over wlbere to draw the line. 

(U) One of the itHniings \yiiudck)h’t want to do is be 
naive dhaitt how imudhppepJjJecnlWiynioraowiiout there. 
The rceeefit series of Baltimore SSunaaftMes on NSA 
prove that if some serious imwesttiigatiiwe inepmitter wants to 
network around .and do a serious llodk at an agency, the 
reporter cam farnuat i out i more i hffirmattiunt haant Mresyyfcton 
is going to be comfoutoMe wilth. That said, the example 
points to the dilemma of having to be more open, and iff 
this iisnnbt a coBTltradutiion, in aacootraHLldd way. Jim 
Woolsey diwayscaatitiomAdhatodtut the like of the tie mm 
“openness,” because weeddidil’t want to imply tthat we 
were femdamentd lly i sqqsant tri ihavting>popfiJ a come i i m laih d 
just forage around. I don't think tthats's what we’ve 
meant by openness, but it’sadfiffiaiilt process to define 
what it means tto Itessdteti vdiyi uppon. It’s a ttiriidky iissme. 
And a lint of it needs to be focused lontthel (historians as 
we declassify. 


(U) One pant of your irfpittthtion that preceded 
you hear was your interest in i management tech¬ 
niques, and your belief that we had mot incorporated 
management practices, especially equality i manage¬ 
ment in wlfant we do. It won't ^suppirise <yoo< to hear 
that same [peoplecdoinot^lhareyynur erithusiiasin. 




(U) One aspect of the endorsement issue is 
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endarsemenbbyraversight bodiesAgiving them a ipitc- 
tune we canneit give the piUlk at large and in effect 
having them vouch Iforuus. How wcnddyyouldesioiibe 
your expexiiencewriih the oversiphtieonmutteeS? 

(U) We all have tactical frustrations, but I’lmuaHiig 
fan of oversight, whether its SnamtiheCGongressoohfrrarn 
the President' I Fore ign I IiMtililige nceVtd isisrjnB Boaird, or 
from within. The way I look at it is this: Intelligence, in 
order to do its job, has to be out there at the leading edge 
of propriety and llegdUty :dllt toetitiiime. Our obligation is 
to [penetrate t targetst Ithat represent threats tottfeelliJimtdd 
States. In older to penetrate tlhosettaggets, you have it© 
be very aggressive in your technology and in your oper¬ 
ational concepts. You really want .amowfsi^tppcocess 
to protect you Kroon yranrsdlf, and in regard to resources, 
you mij^ht be able to determine that the interaction 
between tttoeC Congress and tHreEE«ectiti(v£iBnaticha'has 
expended ssoinetatapcpayer money, the product of that 
interaction I has been imoarepprisitivahthancnagative. In 
fact, dramatically positive. So I have a very upbeat view 
of oversight. 
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(U) I do hope tthat the IBrown(EommiBsiaiwiilill 
come rant with *©mei recffiirmiiinenldatkinS(tdUithiiiiodown” 
our resource Itourden. The imunlrtrar of committees to 
which we are accountable for womans l£unotionsuireatesia 
lot of drag ffor the Community, using rresourrees that 
could Itettter be expanded i ran;targets. As a imangar, I 
want to put iiMtssian tfihrstt. I told the ffitrami (Commission 
that if you told me declassification would cost $200 mil¬ 
lion ipar xyeair, and if I IhadtthEopptioitctafspBhthahat on 
modernized SK5HNTT, Fid rather buy the SIGINT. 

(U) We’re headed ttowuihaimdlimvestmentccriuinfah, 
and I would rather buy tooth than (tail. 

(U) Whence is that going to coccuf? 


(U) One of the significant issues of the last 
decade has been the emergence of open source and 
its impact on ipdlicyimikers. Have we managed that 
effectively? 

I don’t think \we\’vainiramagi(it it at all badly. 

D 1.4.. CO) 
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(Uj) If you had the opportunity to talke on, at tbits 
stage of your caimer, a Study to deal with .any single 
aspeeti of our business that has nagged at you, what 
would that be? 



(flSHGertailitly, clandestine: activity is the thing 
that has the highest risk fdg^*Bjbi|rrg)isnient, as 
you\ve L ejjpefien£«td. j?. §§=. § § 


(U) Sure, but thane aa:eesamjOJiiahL'krtotiges'(yiDu:iaan 
make ttonmanagilhihis. Counterintelligcmoe iis another 
area off interest, and iiFsaiarai ajieacwcntbtidutkic tiake for 
granted. The wlhdLei issue of foreign intelligence aniliits 
coordination wttilDhlalaw n fenforaemien t, information war¬ 
fare, information sseouiitkye^psptaJilallys as it relates to 
commerce and barUdirig)—tttececace any number of areas 
you could deal with. That’s wlhatimtikestlHis(business«© 
interesting at the moment. It means that IDOs mow aand 
future will have to build on time warik fetf &b®randhn«e by 
some of the \Studd‘esA\we^il taikedii atoout. No rmatter 
where you turn, tthare.arei iittccefiteng issues muilthere. 
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(U) Overall, how (do\you think weVedohDin& con¬ 
vincing (Congress and others that. this lisaipninifiplfd, 
competent set of agencies capiittte of peitfornuing its 
mission? 


(U) I’m mot trying ttobbqiptoilitklal in uniiking tl! bis 
statement, but I don'tt think we’UffitteensBUceesMLilvWhh 
the current administration in even being defined as being 
a relevant part of the imttiioinill security team. And I’m 
sure ttelffiH^ilitas'ibebttfriifilBiatcalted by it. When \youi 
have (CWJ aannomarigghihat the President is meeting 
with Hiknaiiaranil security tteamand4 (yobnfenoHit elitie 1 1 i - 
gence is not represeiittoilt, ttltuif Ssaassourcee of concern. 
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(U) WeVcttdllkdd abort a Hdt of ups and downs 
affectingi intfilligencei ini t his transition period. If you 
were spraiking to undcrgrdduntes or graduate stu¬ 
dents considering! a career intelligence, would yyou 
encourage them? 


(U) Nothing is more womteriiul.. I spoke this morn¬ 
ing to the Mafoiniil lYomiitlii ILeadardhjpFRuTurn, a group of 
high ssdhodl students interested imiritttldi{jg®nEe, diplo¬ 
macy, and altoffaiSK. I eomdtastei inryirenauikks by telling 
them there waksino'amia dayf-rwo matter how bad things 
gotf-tWmt I didn’h^tLtjpaaiiidOofekfOaiwiafd to coming to 
work linn tttebbumBess of intelligence. It’stthat fascinat¬ 
ing. Particularly iifvyousstpftihakkiiaiidi itiulyiKilntklEHtdnd 
its importance to the security off the <oauntt$y. And when 
you think abort the matuure and idharadtur of the people in 
the Community, nowhere in the federal government 
have I run ^rosstltefMllteaaddtihaatatiter, even manage¬ 
ment ability, that youlllffinii in the Intdligcmoc Ciommu- 
nity. It’s aaLuritguDesBet of people, and I ttHiikceventUrase 
of us in the Ibusinessiiredd to reflect more frajn0rt%<on 
that. 

\KX I 


EO 1.4.. (c)) 
06A 


6 


HANDLE VM COMINT CHANNEL S ONLY 
S ECRET 













BX30B:: 4011LS9S3 


- SECRE T 


CRYPTOLO© 

Wtitter 1996 


The most rnaaitt ipnxxenatiimn ofIS-355 ((£imnmttIks\\ui\siwiSffll]iWNIIdMiyy)vivas an inter-agency ictmiffammacam 
RespxnmesttoHdumaititakiarCGreses: the Midis of Classified InteHti^nne, co-sponsored Ihy NSA, CIA, and ttfae SState 
Deipwrtlm&rtt. The opening sgmdkBr\wm Ms. Toby Gati, Assistant LStaomltary'ffnr IItttdlligatmeiaHiitli’SScwirhh in the Stats 
Defpmtitmgttt. CRYPTOLOG thanks Ms. Gati for permission to repnttt Ihar irmmmiks. 
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(U) Thank yarn, Mr. Taylor, and thank \yuu, Eliza¬ 
beth .MdGirumltian, for organic ii|g tHi iscccnffeeenee. It is 
proving way ttimdly jgriatnc xan ih fe^Hdevkppbliy y nirratcrusl 
in Eastern Zaire ssl tiu manila raarcasffls. 

(U) I am ipikamatlttoseeethka t this event is co-spon- 
sored by NSA, CIA, and tithe Department of State 
because fee fanragn ipdiicy rand i in hll 1 igentreucommutiitties 
are partners in tackling Ihumanitarianccrises. We work 
on (diffiereitt aspects of the iprdWlam, but we ineeticeadi 
other if we are to respond in a 
timely, proactive, and icofiUdffeative 
way. For fee nest of the dfeyyyrorilll 
be llricerihjg to intelligence oa^petts, 
as wdll as some important NSC and] 

Pentagon acuStontess, talk aitonut the 
various trebles asff intelll gpneei inshhpp- 
ing tlfoeWSi. government respanse to 
huniainitairiam oiiwlss. They'll I give you caiffisStuldiesaaild 
specific <tloi\saa®ldddnitsts. My talk ttlihsinwnoiiiagrodll I be 
on the basic issues that we.- tiumfl to understand before we 
can dklterm hie t kbea ppprpp rial cole I c of classified iitrttdii- 
gencc im me^pcuidingit® Ihumariiteriamciises. 

(U) For example, when we taoJk at at ’‘ttunmanitarian 
crisas,*” aneeweesBtmwwalhll look at it in the saiiraievwoy'? 
When docs it begin and end? Whbittris it we are trying to 
acarmpfoib? Who tare t Itbck sky ycto tor's ? How airetktaty 
being ssnwdl? What Ikinndl of information-opqucn source, 
diplomatic reporting, non-governmental organization 
(NGO) reports-itis most useful? And finally, what kind 
of intelligence is retpimsall.? 

(U) Case studfesaaoitlppoStHiocWBras of such (oritaas 
as Somtllia, Sudan, Liberia, Bosnia, and AagpJtappwtit 


out that humanitarian cerises are complicated, messy 
problems involving a mnuiniifam of actors often mroirlkiirgatt 
cross-puinpaafiEt. They also dearly show tltatt mamy ttiimtss 
at the IbOttom of the pile of humanitarian imirssiomtgodls 
and ling is trail plans iristIthdiiffdiltirre of the iiiUBmationil 
community to make a serious commitment to tackle root 
problems.. 

(U) Rwanda is a case in point. We have been going 
around ffor several weeks mow\wilthin iroiuri government 
and wMith (rbltifcrexy:gownmnclBts\over a 
common plan for intervention.. 
Many taatwn, thought the imaintlakk 
wasjjuuftt feeding people-sso what’* 
the ptofefeam? After dll, we did itt in 
Goma in 1994; whyoanift we do it 
again in 1996? Well, Goma iisnaxbt 
the same [pkuceinowtlthut it was ttlhun 
and waeceart’t impose the ssatwetyppe of intervention, I 
remember that we \wntteaanmemmil$9#94yragitig the 
repatriation of Rwandan refugees wwaiilil tbetltodiitaaina- 
tional community Is lb jgge&t headache if refugees asmlHj 
not be cpuiMiysqapaiitati'dixfroitiliicthc Interhamwe Hlitiitu 
militia anvil ffponfcformer government soldiers. So tlte 
current crisis aliif molt Iteigin in the fall of 1996; it is not a 
surprise; and the fact that we have httlte iirifonrmiuionamld 
were uirapmqiwiMjill flour iit (ougjltt molt to be a surprise ©Men:. 

(U) So, while (hadifogssveurhl hundred tHrowssirid 
Rwandans iisaa key part of the aritsaism, there ika;icfo>t 
more Ikccc that we msdltctcgrgpqrjliple witb-aadd that’* 
where tltecKKdrcnhehdp. We need iiit&llljgsiuffi before 
massive ndfi^Bse flows begin. We n qed gwtilofflnMaasyy 
reporting, analysis, FBIS reports, f 
defense atttadherassossnwnts. We also need tts>tttHeeH®fet- 


(U) We need iiiMWggBnee 
before tma&imetrffiggetflfl&ws 
begin, [and] that%\vHmsetJihe 
\e can help. 
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ter advantage of crisis-foeusdlddfclibbasesiiBJidsassess- 
ments % non-Matefl/frgenize agencies, particularly mdlidf 
agencies who lhave icspartewntthegrountl. 

(U) INR ;andtlthd-)ifEpHi 1 tMttnt of Stateltevesispp- 
ported (onessublrorisisninforatiattoiy stystem, ReliefWeb, 
which is an IntamaUhEKvdJ, interagency inat.wflilki mam - 
tained Ifeytltec UN Department of Humanitarian ABMek 
ihtt|pi/Mwwji^lWfwfehjrtrW). It aims to serve as a one- 
stop stoajp <ovn t the i ti ifticmm ti t in ih hilgtwa f<ft mcrisi eg Wade d 
information, including tthel latest UN High Cionmimtoioin 
for Md£i^esaamildM]SOiSitatatio)nefBptol6'(frofi\Ru9dnda. 
The BCnreddsttampppasaiatdith'eakidiiif tifetteekcntisnds of 
databases far HD. SB. interests, and where a^ppwfmiattcltBdJp 
fund them. 


as opposed to just curious, that’s when people, 
resources, and did llarss start to flow. We at State dledl 
with ionisesuevary day, especially iinTTier33aacldl 4(roun- 
tries. We first of all try to prevent a crisis from getting to 
the [point where inurtrtipopps insight need to go iin. But 
diplomacy sgSteadctot less attention-ththrglgh dollar ifor 
dollar, it is aixmrbhbfeBttiefnMoseHtintint for the ttu^ptiyar 
than it is to send in the icaivoiliry andltlteei nttitlijgeneesBpp- 
port that goes with it. We know that a crisis fetsgjinsltarg 
before the “OWNmHmTOitF’ of seeing starring Itwtta hast nan 
TV, but diplomatic iittt£nweartiiimsaaietitrilcjc,y, frustrating, 
and drawn out. They do not provide very dnamuticomv- 
erage-anhlike the storming off a feeadh oar airfield-bitaut it 
could he [proven iing, at least for ttUuetimtebbingg, a diviffl 
war, which incidentally its tithe itiuijoiriciuKvcitfflhunaamiitiar- 
ian crises. 


(U) Military imtteUlliiguiufe ffmmEDMi isittteabtitvda 1. 
For example, can wc rcailUhy UtliitriU aiteouit isuidlingtlhe lmilii- 
tary in without knowledge of the raitiiliioiny fftultumstlthttt 
are mamiiprihltiiirgttterrftiiigedlflwvs'? Can we ignore tlhe 
fact that among the rBffqgeesamcseseaisdal thousand who 
are guilty of horrendous murders? 

Some of these pmktitenss are tteihg 
decided ffirr us, putting [jwHioymrik- 
ers in tftee reactive rather than tlfee 
proactive mode. For example, while 
we were nrgni irjgaitoHniii t how NOT to 
disarm ttte HHi tut u mi i ll il i a I ictfc for he h o 
were holding aa half million hos¬ 
tages, the Zairian nattedfesweartt in and 
pushed feO(Ol,(OMiOI iniiijg®eshbakk to their home viJIiagesiin 
Rwanda; in two (toy* ttteiyuthaijgeUttfec\chhxlxla'oiini«xt of 
the criSiS-W'hict} put us and our allies in tfte quandary t; 
of how to respond to ttlhue mew nsaiitoy.. 

(U) For sure wc wiilll imadl to stay engaged altar tilte 
refugees reltunm. Their rraiiwtc^nriioin will molt he easy, noir 
can we giro up prosecuting tth««t;\vWnnlihavaoomtniH«ld 
genocide.. For the UDS. government, the eriisfe willl not 
be over until we emsrnme adfcgpffie of stability and security 
in the iregjkom. For the nmttdllitgonucurnmmuhity, it means 
we have to do more than count ircfagees wiiih iin^genjy car 
intercept military commumicattiiwmr+Ht means putting 
the pieces of the crisis pirftettigpatter. If the IC cannot 
provide analysis iin acuorruitoiaTiUttineff^ 
help titeppditiyyHinhkErs, and tthcllivesobfilS.S. soldiers 
and civilians-scrome of whom wc imFftwtmiiuirgjht now 
trying to figure out how to helj>-«may be threatened. 

( WCWO) If for mis ait State this otm isftegganiinroofilths 
ago, I fear ithilt IfoTttihddCLsdckiiiErisesl htbtooftsftambnly 
begin wJhentlthd^iFunpigonastariaiaplanpihg for possible 
military iirttBwerttion. Let’s UsehboneSt, when ttlhegguys 
with four 'Starsi ramtlthi»i;il|aifielgiget excited about a crisis 


(U) Lel'\\lhelhmmtl, when the 
guys wtth.ffMr stars on ttkitr 
lapels get excited aibmtuumms 
m wm$4 m im mmm 


(9-CCO.) If this makes same to you, then ask yauur- 
selves: When the Grcatl [LaikcsOTKW\sHBigui] ,\vHiccc\\WGrc 
the resources for support to diplomatic operations? 
What toapqMrftoamrMfricaincroeeaggdiiitltbddalstlthiee 

? B1SJI 


lye. 


Wliat: were the imifitc inlcd conse- 

_[and ute lifer 


iki\% W’hm mmmk 


P§§S§§1 ttoaS%hfffl*elflf: 

tew ite^tltKt^tDePfigfteffient- 

related tbirijgat cuts-wJahihh since 

1184 have result m % lit tuutl- 

ing decline in real terms-affff&etfed 
Stair ability tto negotiate a \wayoolit of situations like 
Rwanda? 

X- 4 , {S)> 

(U) Our focus ffiin ttenC.omStatte, on Defense alto 
has to fee putt iinuomtaxt, however. Relief orgainiMttiioms, 
NGOs amriarihnrsweareeiiiinKfeuadda, in Zaire, in Burumi 
before the crisis and will Itat tihna- after this crisis. They 
know ffllhtt about the enuHiKaawJiteKppeCt to be iimriteil. 
We have to exert leadership-Mait also to recognize tllult 
part of our mission is to play a support role so others can 
continue to do their weak.. Their agendas do differ from 
ours, but we need to woirik tteg^tfrmt. 

(U) This support function gjwass us two osmt)]ite- 
mentary mdfes, one (owutt and amfficooeett. Overtly, we 
should tfee providing ttooiour partners onttfee ground, 
including ITOI aaddui*«H^goy«*nmuntal organizations, as 
much uisdtiil unclassified wdtaHavtlikUi liiWotuntitiomas 
possible. Why? Well, it is MOTItetcaoscwwevwant to 
give away Ilf'S, secrets to irresponsible HWitlwrceaiafCBtds 
(as ssomeiinttfeeppressnseBm to think). Let metengjhait- 
cally sStdtehhBrflhthat intelligence sharing-wfedtbther its 
purpose iksUDdutikftpaitMkte lanhumttnitarianscrisis or any 
other multilateral mission-t+has to tbseirirththe national 


OGA 


8 


ONLY 

S EdBET 





mx£m:: 40118083 




CRYPTOLOG 

Winter 1996 


interest, or we sltotmilUi molt do it. 


head can, which ddsesft’t seem to be aappppbiar option 


(D) In this aru&e, it is dkeailKy imoourri tiMerest to pro¬ 
vide sanitized imMtiildgBnceiiahdndnsla§sidfipdo<|hnoducts, 
such as LANDSAT and SPOT imagery, that cam Iteiusaii 
to help uteUiisff workers-wMno, after ail, are mcoiftiiigtltitee 
front lines of a ornate. We should wtiwee do carefully 
screen such intelligemee-cteniwesU reports through an 
interagency process, fault we have also provided unclassi¬ 
fied data in a tiiinmdHy way. (An example of this has team 
the use off luimdiatiHiiMl. updated maps stowing lbacaiams 
of refugees antloAiherariiiasasrerZaZsLite.) This ttyges; of 
support has WJpBffltta^ttHeecHifitilbtatttxisn of food, medi¬ 
cine, and watta, which umnnmaarfetwaier dying paspite, 
fewer (oasttUylligteihail problems, and rnmoM importantly, 
a speedier resolving of the crisis, at least this phase of it. 


(POliOt While the data iittsalff iraihjht tteumdhsssfiMl, 
it still might require tihc IlC'ssttctwenktouss h uggacupphli ili - 
ties to collect it, wngamniiat; iit, amll dltfttirftuie.'i It. in paper or 
electronic form. If the IC’x gasll iin m Ihumaniterianarii sis 
is to help anHice^eULSS. foreign gsrfioyyobjejetitisffis, we 
have to think imweestst>tsg^Hi4j1ybailDi4>ut what types of 
information—efcdasifiSddmwinritdaifieflealre amstmost use¬ 
ful for what types of crises and how the ICsgBattiirf&ff- 
mation managcimittiitl stteigttHsaam Hoclisntiiighlti t to bear on 
solving cririis-lliirkadi qrnWitemsi ainTTac Bind cl 4ontnlnteies 
where tlleeUlSS. government has amririhiralal presence, 
FBIS reports amt am i itwii luibi tc ssturocec »f> fi liiiWxnmin ti t in m o n 
crisis-prone regioims. We should be augmenting, mot emit¬ 
ting, PBIIS. 



(U) Now, Pro not advocating only “open sounaate”: 


Humanitarian crises 
always have lupphlitiahl dimension 
to item: they affioftttncaaseddbjby 
power-hungry ppHtiiticaafis and sscW- 
diers; relief efforts aremaainippilidattdd 
by nriiliitBs; and tftnseswtohfflreatete 
the crisis are armed viaa transna¬ 
tional blaek markets. In sum, 
humanitarian cririses are often tithe 
creations of not very giteasartt and 
usually ddsipcBtac individuals, and 
we have to deal with item iin some 'sw^y if we are to save 
lives and resolve crises. 


(D) The iTfiid 


Ishould the to 


help pO}itoy»makers work witlhoor around thteesecririsis 
frthttljtpldtora^uriltm of course \wevwtatn to take ttham 


EO 1.4.. (c)) 
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IC-aauotl perhaps ffirr this conference-thtihis means tthat 
we need to come uppwitlttoettetter intelligence ojintlithe 
motives, actions, and intentions off key players as well as 
a way to provide that timely intelligence Ibadk to our pol¬ 
icy-makers in D.C. anidwrtimiteflidkdlwlte 
figure (aim how to intervene afftati.\aHy. Just like tfte 
“open"' information, good SStGNTToior HUMINT conn 
save llwaas by making ujss atari eter than 
those ttOF^ tto bbdokk)iintihilmfflnhtjiitunian 
efforts. It may be less direct, aims! I tope 
it would get lmmdblfesssppiibliArilh'y, but its 
importance iin aaux>B«ericl11 U.S. humani¬ 
tarian intervention strategy newiaims cniitt- 
ical. At State, the presence of the 
Cryptologic Support Group helps us 
enormously to get SIGINT qqitiklyl.y. 

Now, NIMA atitdi t ti®.' MWW >aar ovwrklrig g 
with us to get imagery to us, too. But 
until those same maps anwU sateMte [ptattosiEan sgett to our 
ambassadors “cum the ssaanec’’ Xvvt itM i then wt mpe «fiand as 
intelligence ggtesteka gegenselra l in ttto fifiWU, we are mitt 
doing our job well ©neia^h. 

TTOWliiri) |hi t as w nttfltll to know the iitttaJttintK; of 
belligerents, we aiteoi iitimilttniniHmtaiiiailkiwwfitddgcHaaec 
about the context of the crisis. This would include «bb- 
bases on such variailWkes, tor,QWf'fftUirttc»mckiistitHibnliitaiijnn. agri¬ 
cultural production, land tenure, and ethnic 
composition; these at® matt itmtssssailly “hBtrideimic’typpes 
of information; weaireflhrilhgoanlltMit^yaasrffissffiiatitihfdbr 
effective orris is management and tlhdt they osntMdt be 
developed within »ffewdi^yso<Dr\wekk.s. In addition, we 
need to think afarntt investing in shared saimas of reli¬ 
able, region-specific information (perhaps available 
through Inttelimlk)), and creating at roxiter of crisis experts 
ranging from in-howrst iintttJMicgcmtfi: cyqputKsmnlJ 11 irgrukCKs, 
to scholars, aunili ^ffGJO)reil®t'fppnrifKSKionW.s. But we count t 
rely on these people to fill in the gaps if we haven’t dome 
our Ihoimmwtilk I'irst-t. “Surging'” is not a sutatiiUtfcffor 
knowing. 

(U) Let me sand by emphasizing again tthat today"* 
humanitarian cnitets do not leave us with (tnwilKy dhihmtU 
missions, clear roles IJtrr participants, and firm ground 
rules. They require dtetenmina^ and a seri¬ 

ous c»minmtmeiiiilt of resources. But they ailtero iniqu rictus 
to faessmatt about how we go iin to help itewittimss of 
war so that we are imc# imKanipritotQil(«riimffMtive. 

(U) The jjifbobfhthauiriiqHigeocsHcoinmLfnity is to 
help irni-kc [ipxbikicvi-imhkersi mteetsttedompfipiterieiidand 
fast-moving events and to deal with the competing inter- 
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ests than mate u[paa artists. If you heme attttiiitcQsnfeimua.- 
contribute ttaultihat learning unmet, you will have saameaH 
our national! liintuirwtfswalll. 

(U) Ms. Gati is responsible for analytic studies and 
intelligence assessments essential to foreign policy 
determination JfnrthhS&awtatiqry of State. She issaidso 
responsible jjwr (moxdmaiipgdlppattmeuitdIjipoggmms of 
intelligence, analysis, and memaoneh mtihodtkcrFEddenhl 


agencies. She ihmiprmvimsityseervdd as Special dkmis- 
tant to the Htmiitiintt and SrmiwrlJMrctmijtfriR ilim.ua, 
Ukraine, and BhumsianStUtt&satit the MaiiondlSSemrity 
Council , She has Mum Simitar WieelltrmilimltfforllMliw 
Studies at fife UIMA&smiidiion of the U.S. and iis> ai /pub¬ 
lished aullhur\\ihh®<sevwdd:kdw\wpppmured in various 
periodicals andilimdks, including QiHkax canH TTke Wash¬ 
ington Quarterly. 
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WekmnKe tto H&4 fltffV&ab 

Serving ttlhe mf&.rmwtiem needs of the Humanitarian Relief Cmmamdty. 
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■fF&&0fAs thefcMowitigmrPbletppIimms, FOLfQLtOJRE!holdtks> origins in IDASWSi, devehypM 
backimtbhel9060’s. Assmdlhteam of operattimsgsyySiemssppdciMislptfmMSNSAykMkAHMSYS and 
rnoUkxdiitiiitttamHindnduMtial^trphgth.’PstystenPbA'NSfp’srsapipuJomputers of the dims, maimlly in 
suppmrtt of the cryptandiyiiaoommmkpy of users. A mdUlyiinMemtituve and highly meqpomwecsys- 
tem, it was a stwndmttdluTwpymn 1 ma ofbatch-miieimttssysiems. It sermd a specMlizsiisset ofNSA 
users for 25 yearslbppoTeetlhddsisFBOKIMEIREystystemiwmceeutbnttyireiired. It provided axifjoMIuti - 
ties mndlJfiUliimstlhatsmmd)blitim’eiareiMHiunmal6cbaddaday, althoughiitJfindUyilwlddKgjpmiwipto 
the/fust prnce of technoksgjixail change and the «um$MenMa cmmuxcaiidha t industry eweeMuttUy 
appImittDtlthesisppsmapipiitptgreBrena. There mtessiMlsisomeldM-itimemmnMkmiiiwimtaaH to// - war 
st&rimsfnmtltkeFEIMKD&RErara and the smmifsssstlthdiitPtmlMkd. FOlMUSJfFEiisiaipspfmfiaanl 



timmDevelopment mid!$ifflpat$), partiLdijptttadiintlkaldevhlppment ofNSA'sssifportcmpipStterddvs’tdppmenttidiB'aKctiiithe 
first chief of the division that tiojeUimiwrm^pportffonaMmmimmndcFEXFKKDtBRE. 
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FOLKLORES 

An lnaii^liK^i^{nni^ To A User ftrttetffoee (U) 




] 


(U) The piHtpass of this anttidteiss to provide aHisttornaAl perspective cm tflteuusc r r itroliftifecchatoactofeltistactrf af a 
1970 , ’sagffimtng>s^£tem\whhihhvmsaryr^rpspiah^\tei<teit£ixtoteOTffi®a]l6eds, extremely lusarffiftmtljy, and amtiiaiputUifl 
many of the features that ate ommimn) [pihmcttoillay. Most computer operating systomsdhA\ait«pWU[p'r((Ottn 1 19K( XjSsffinee 
windowing sys»Hiiiiis))]prB^edJtltheiiueeiw^haa'enmiM^qkipiMii[iitpt. Editors had tolteco^liciiiyeexeiDilitdd. In contrast, 
the ECMJRMtlRIE (optttrai hjg sHyStemttxwlikuddiHarG t) hpppraokth. The edit aimd icjoimt mu nil i nuokls svveceu xn o amti d I tb 6 tHawcfc! 
A11 inieriKJtwwn wars liiulllkstmom, not one line at a time! 


(U) The IDASYS operating system (as 
FOLKLORE was known in the beginning) was 
developed iiinththe late 1960s at the Communications 
Research llJiiviisikwn of the Institute: Heir IMlimseAtoHjJyees 
(CRDUDA), Princeton, NJ. It was a IhyHKyinttetmttm', 
multi-user system ffhr the ssijpeccwnppiMer of the ttinee 
(OXC 6600). IDASUSS was desirgrcdd as a 
supercomputer operating system to provide full 
supercomputer responsiveness ttoUtbaisEaer. The tnrggut 
user population wass the IIDAaadrN&lSANrpyiptiiuailytic 
community. IDASYS was remarried IKOlIMKGHlEi intltbe 
late 1970 s when NSAttohk over full support and 
maintenance of the operating system. FOLKLORE was 
easy to learn ttouusd'dfor both aenthusers and software 
developers. It allowed a ton of flexibility and creativity 
to be put to productive use rapidly. FOLKLORE 
survived ®\terttwett^fftve>y! 0 ars. On January381, 1996, 


still popular wwith i Mairtsersnalnidi trunni ragi mu litudlMff'P U 
vector processor systems (Cray X-MP), the last 
FOLKLORE system mospawartrildlown. 

(U) The user imtunatttxldv^^ 
a ttenhihail (CRT andL <l«lyhtnit>d) using aa full screen 
display fficimllndiheddliiitiii^^ifHesiiarihdtescstttnsigQaKflpaaTidacls. 
In the (tairliy dlavstthiststatminblvwiia didicehtlytxMMnUtt-led 
CDC 21M)t<icmihintd. Soon aaRRy^hhenuPifipgnamnbitoIe 
Terminal System ((HES) replaced ttta&2 010. The HLfS 
terminal concentrators were eventually trrttwydkdd to 
allow aaucrasss to multiple syytaems from (onetOitmmtitial. 
Finally, in the late 1980s, networked IBM ATs and SUN 
systems were used with a PTS tcteirminbL-emldiatiwn 
window. This Hast development enabled IF0IMKCJRE 
for theifiist time to display IhyiHresdliJtiontgri^hies on 
the user’s itenraiindl. 
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(U) Sinee tHeePHT!ShdraHddbthd l«harha tac t e r display 
and aurnorr movement, the ssipwwsjnppiilKter wasffeeetoto 
handle (OHillw ffuwticon key actions. This gjreattlky redhcedd 
the nummlter of interrupts than tltae HTOJIMKftHffccxppeafitigg 
system fail tohbariMe. A ffCilLI&ICOJffiikisiaarggahfvwas 
to deliver the fill power (99%)) of the system to the usees 
and respmmill areiif it were a siimglhHVBairs^sStBTn. The PIS 
contributed a pealt dhall tt* wardlmeatiiiij^f lid %@atl . 

(U) The wiinliow siircwaast maxim mum of 22 IliniES. 
long ;atwlcJS(^Ulieteotarters wide. The lower two llhess 
generally ecxntttaiaddniotrnntiatremichiah as file/program 
name, keyword and line number. This made the 
effective hn@*»iiig\wraifiw20QiHa‘es. The FC81MMFHE 
system liipiutmuppm (I/O) ffimatim*sf(t»r terminals wares 
designed to itmikedi^'fHtrymgdlllliliinss of data amdi/wr Brawn 
lines of information eaayy. Because the system I/Iff) 
functions were readily available to FOLKMMIE 
software developers, they could write interactive 
programs easily at a time when most users were 
interacting tthBu^lidteHss of cards. Terminal I/O was aa 
matter of filling aibWffer with tltedete d \( Ui hictv otihii I d 
appear on tfitee screen) and iissumjgththe function oaal.1. 
Other systems wlMidta tod ttramindlaaaHBBSswareeggaweaM^y 
graphics- or line-oriented and did not have many 
interactive programs except a few te«xt editors and 
applications written (pnggramn«ess. 

(U) The FOIL 1KI1 (OfKLityp® nriragyyvtaeirriihutillldditi11 
function Ra^s^kfees>isirp^b)byt(stufigrt^alyialualue of the 
function Ha^aaridicsrnmeiiraosaE-fcdedeiahtbrfinntiQrion an a 
table. ProgramsfcncdfncMeddtlth&tdbMoMsfalcbtlrtbebe 
interrupted wHkid Bltat mtlimanttfdHteeaitfisy wiaasffllhetl. The 
STOP key gcmcrateiaprf(^rcaminttBixi|ptwfht.'ihoo!)«ldldbbe 
handled via am uimr/i'inerrnpptliharifilc r or, as the dfeSaiiltt, 
the system wonlIUt r cnMiDnat a Itb <p ipigignirarahrf tnatn ithdhe 
user to titseediMtiiii^Sttae/mwwigig diatragratittpagago an a 
system finite. FOLKLOREhhaldaalidjagiHfstic file which 
contained an appropriate message, picture, or 
instructions with one page for every system earoDr 


number. The KHUHLfflB&eddlttMiii'eepptiase to the STOP 
keyvwaas to ddtip^dyythehe beginning of a uaecrddfibedd 
default file. Program caTtwrli ti u d ill or s> tbf te se t e t the umar 
environmeat to ddsp^y an error message and attdmv 
quick access to the program «%utt file. 

(U) FOiliUL,(QfMF.ffurietioril4'oyslibddin!iitis,s, not FI, 
F2..„, but STOP, GO, +PAGE, -LINE,...,. This 
encouraged! «tfilswnKdi^li]ipffsstitcuasdhh(Sisar«ik4y fdo r 
similar functions, The labels helped the user to 
rememltKorvvIfti-'dfikkt'ydidtdvhdiat. FOLlMaSEsjafftvsm- 
developers also maakte use of simple features which 
allowed tHermqqidskicseeeSs wureaicededde lor almost 
every ppiragwain, especially syyttetnppiwidddcfiipgi'gmms. 
Also, most programs could easily be called as 
subroutines. When mfifnntjfioreiBiiirifdP towattether was 
needed, it was sahnoiplle ttan •dfHsamsmrtf^ujpnsltieFJy'ihji^sisaincee, 
check icJ.';|iMddl(aku)naiUntHtmh)tfor possible pptsii«wfc$t'*s, 
and copy as much or as little as desired. Much 
FOLKlL.(D®IEaatlfcwaasreeusdcbbeaut!®c it was easy to do 
so. 

(U) Upon successful login to a FOLKLORE 
terminal, the ufisnggeseaH$ys®avthtf«y§t;^nem\6tefile. 
New infcanrarattiitarii vwurs^lwtmtiadttH^l^^nnmiBii^g. of this file 
so that the laser wwitlHi sae it as soon as the logon process 
was corafftetefl. At this psirnt tflte uflajromtlttihKowssetfibs 
file, type a file name to torowsdusdit another file, type a 
command tflicexfeotaate a program, or use one of the 
function lf^}«a^*htoOmlutotex«:tttingigca3iiumffliidMd or 
editing a file. Whether a mser okuI litastf tudI tyitwwkiilifyt1th e 
file that is being viewed atepeamafei «wtu mfinafiteirfifee nftsjr lh»s 
write-access totltefflte. FOLKLORE file access control 
has been covered in a separate [paper. FOLKLORE; One 
Approach to Security}! 

(U) The FK01L IMKOKB edtMto r, program ltettdtoraarid 
batch ccmpffltaa dip rpnsseeso r were tightly iirtt^sftdltoto 


1. Cryptologk Quammtfi Pall 1994 , V®l, 13, No.S. 
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create ;auuriifiddisuser interface. Although t there'.', were 
multiple editing processes, they all performed 
similarly. The acitnjidlpcacsssiiniiHS&wasldietBrriiiinid by 
the Ifurutii on ion} quest! <B> ybcji et he eqse r, not by aasppeifific 
command. Most of the (editing ssOTviceswwexqi pnwlcttd 
through aa ssriugpes \sytst«nd adaBamow I whi dhi iMndleds every 
terminal fcxoqpit tt he s.yy stem:oo nshl jfc). For the pmnjroses 
of this paper, all of the editing processes will Iht iicditnrmU 
to as the FOLKLORE editor. This was the FOLKLORE 
interface. Every user liimtonaCtoU '.with iit. 

(U) The program ldadder was invisible to the 
FOLKLORE lusirr. Commands waaneeetEterdd, the fflffi) 
function key pressed, and the user was back 
(immediately iinmnstt cases) irntuEaciiingvwiiltilitllhiefliditrir 
usually wikwiing tHeepproggnm>liiturtiput. It did mod matter 
whether the file associated wrilhthfacc uommnalnd awas a 
fully lliinnlkindl axffluUtEltHe, a rekicattiiMe WEsirmodifaanaiai n 
program, or a relocatable subroutinc/utility. The 
program taadto 'tantoma^Q^yTilgmdrbumivfadtatJto do 
and it happened «pidkljy.. 

(U) Initially the FOLKLORE bbtttkih command 
handled ocn%a aesaiial sequence off commands, but it 
evolved to provide several types of error handling, 
nested ssqqiuoncb-.s, and tttec usual logic cormttnuets of 
today"* cromnMrid>csiipilpt languages audhaaihdiLUSWX 
shells. The batch process basically passed each 
command lime to the piajgHam Idxsakterj ijutst as the editor 
did and the editor returned comtomll to the batch processor 
when the command cnoipikttsd. The user could tell what 
was currently being eeseuttfdcbebauaese the program 
loader dikjfihgadl t hbq) pregnanm urn min ihctfeal im&urtiration 
lines at the bottom of the display window. 

(U) FOLKLORE dkUadtiowiMsers to customize aa 
few tttiiijgs. The lusffrsppeififidcfc a file to fetkihpjdaydd 
when ttltae SIOPffuntttomkle^ywHa^pa'essdd, a default file 
to be displayed via tihe MIT (fiurmticin Iteyy. a command to 


execute viia tlhelfiKQGkkeyi (tossava typipgi dihighl yiustd 
program mamd), strides Sent the-IPACJE, -LINE, +LINE, 
and +PAGE Ifiuimdtiotn 1-ke.ys, TAB stop sdttMigs, and a file 
to contarassStitpiMforanation. This satqpfflteGcmtitaiBdd 
such iMformafitoomas a lliftt of Halles to ixlhtidksum, print 
header and oltesftiEatcasnddfifihitinms, and llkts of files 
used to build aadd include program I ibbrams. This 
customKaUiioni i nformatioun could be specified for 
multiple aitoeeggss, so tfhat the lumit could ulhatjgehhis 
environment 1%dhaqgingtHteitlltecegotltiiiflt he or she was 
running under. (Alteregos are explained in the 
previously referenced article, FOLKLORE:: One 


(U) A dfcsjgnddaeiekrfofor FOLKLOREailfaweld 
unique featumttobteeppwsidddd by the editor att wuny low 
cost. Tfaatt is, FOLKLORE text files aneiconltigutius files 
with aareiahdfelfe-Mxt string. There were no carriage 
return oar tab odtearartesssmbfadddidn iiriiethllefilc. These 
keyboard lb^wffliesinjjilycttURwnrnxyveimetitkkfys. The 
carriage i tttturmnnraovdd to the hegiiinniiiig of the tracxit line 
and ttlujtabh key moved ttothbaioelxt TAB stop. At the 
bottom of the display, all cursor movement keys 
wrapped to the top of the screen. In fact, all 
FOLKLCMEtflteaarcccattiliguffiMdiaeswithh no structure 
except that suggi 1 adJHyyt It b mp p (i tnrti t i oitbdtap tpdiduxrbd it. 
The 1K0IMLOMlCdditomioalrv bieedsed any inly. tile. Of 
course, editing ameKScttUtlaldc file was swraettiiijgbtast 
done camaffil%, but birmvsiiimg ctnfficroddldbbeqqilttsi Mtsterllu I. 
Since the FOLKLORE edditor does not use carriage 
returns, but rather IHkaiik f i I liseaab li i It® c to the sipsuoifitall 
file width ('(usudliySBliHchacaeters) some spatEemnyy be 
consickmoll\waHttdJ. This space wajsaassmdllpprteetitcppyiy 
for the coryptaiidlyticutrxthsithtit the editor ct»ui til pm wdsfce. 
The HMxakktetaxt manipulation (feature (BLK) was one 
very pewwaiffill tool. This wars iinpltumuntelliiiirtlthcjimid- 
1980s thircmrejh aa IfuntttionWeeyanddilllkvwddrninrppItailatiKDn 
of text in a nffidtsngjte of any dimensions. Common BLK 
functions more to move, copy, or delete edlumnns of text. 
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(U) One FOLKLOtSE 
fmnotmn atittmveldtlthe user tto 
browse a document’s index 
and mom dhmeKty tto (assertion 
of the (timcwmuttt, in m! fashion 
similar to using today’s hyper- 
linked documents. 


Another tool than «Itqpinmlki<U am ttte ft jMithwdldlbhl iliimesAwas 
a KEY fiiBdtkwin will ki ll alltoveddseaarfahiggj q idcl$l yl (d®w n 
a column. This famdtiotn wan, uuKtdJ litutwl.lyl&nssaarbhipg 
for left-justified keywords such as message starts. 
Another use \wirs in browsing (Ihe iindex of a doommitt, 
moving directly to a section of the dociuinrnuitt ssirrgllybby 
putting threeuiwsnr on tltaelilio<e< eitmitainirtjjjetfidetfife of 
interest and gjBSSshgthhdCKEYurfoiiotidMykey. This is 
similar to using a mouse today with hyper-linked 
documents, but the ccmyiptumllyt t kxornnmurtityoaddl d do 
this in 1970! 

(U) Programs win-eaxealitdd id ahtMi (0i Oiifotnotion 
key while viewing aa file through the editor. The 
program name anvil i its [pa waattessm orippawl; dlntirn itii <t hc 
line containing ttlte coinsnrujp to the first Ntorikolhumittcr 
or fecund of the seaman. Changes to the aUttfpilgyweere 
not inserted intotkbe file being dilipjityydd until the 
INSERT key was pressed. This allowed a timer tto) otto* lid 11 
screen commamvdl llira.-editting. The imaaroHnllljniinmfttain 
sample command lliiimcs itn at file, display fe (lie. edit the 
appropriate aioninaanUlilinc, execute itt, and rottiamtlthe 
original version of the ammmanlJl iliac. Of course tHte 
edited ufommawldli thine could bfee retained b^jprpresfijng 
INSERT before GO i Utiles redd. The ex©onting [pnggnaim 
automatically meoaiwed ssmnvi iihfanrotitinrrdalatbd> tktocthe 
file currently displayed; the file name, the position of the 
window on thsit file, and tfcaurEmrppoSto 
window. The pjo^mmc®nlnrtrij)ttt(llhelwhwibalQnvU}i*dow 
while it executed. When aafifnotitioikdjey'awas pushed 
during execution, the program ceoidd find out the 
function Hagynnmlnfaer, the anrssmr position vuiithirththc 
window, and the femur ulhunuttersi imnadahatbiyi pnminhiii g 
the ouisjar. FOLKLORE dldinnxM buffer ifiuiuliioiikkeys. 
Only the inforavaUiimit (IroimtitellattlttiUDtitiOTkteyipiiBiibd 
was preserved until cleared fflrnearU%agiTi@tiam. 

(U) FOLKLORE program sowntree files were 
generally Hargge files containing thbeicsoueeforfor many 
programs. The programs could cewtxbe written inn 
different languages wiithmthhesasamsosouritlcfile. The 
only common thing was tkatl eadh [piece of source bespat 
and eirwfcd \withadeMitjusltififcd '%’ character. Special 


functions ttodkaaWvmiMagefofhtihis. The SEME) Ifumttinm 
key would quickly posittiksm fe editor at the beginning of 
a paittkuilarppiece of source cade. Since tfakfftjnctixnn 
searched far ‘%’s, it even allowed quick location of data 
sections \Whidh\waceddblimitddiby';f%’s.’ Cryptanalytic 
applications often uusddhihis mechanism tto maintain 
many parmnatBTssfctswstithim aisiriglddat file. Another 
feature ttlhatt this iscbamc adloxwfdl vwasjgcaitrfopprograin 
development. That is the (COMP (lurmfiorn wiiicttcooldd 
be used fauna ainywllturc\w ithintH®cfpieee of source cxxdte.. 
FOLKLORE wwuilii autmmuikali iy find the begraraniiirog of 
the code (previous '%’)), determine the appropriate 
compiler from ttokte keyword ffrUtowhgtfidic and 
compile ttteppcggnim. In fact, if the (GIQ) ( fimnttiMirrvwsis 
used from any whewt wiMtoiim a pkeoc of source crate;, adl rf 
the compiteffi«nvctfanKwam;gBrffirmedl,ailltltilaKnBeeesaayy 
relocatable 111 Rs weeed (1 tmiald di ndi d d kidded, and tflmn tkitec 
program wsas automatically executed. All of this 
happened withinssanntlis, so the uusardiiiU nnttltosetiaakk 
of the ittitll job tfctt needed to be done. It was rnmimng 
how litttlle did lay tbbeu usersvweT tv illi IIgig to tolerate affnrr 
having tltovallqiKtUeKpponeavccvNtlithCIKMIKIKWfHi for a 
short while. In fastt, just five seconds wasarms sdlteeeld 
unacceptable most of the time. Another common 
practice, especially uusbEilil during dkHujggiiig. was to 
keep a sanujte; of the command mimic wiittUnhim (coimimmss at 
the ttaqghnihjg of the [programsoutwea'( 0 *telc. The ubstt 
placed ttteecumsor somewhere waittiintlthescamiBceodede, 
pressed COMP to oampfe, fem ALT to return to the top 
of the source code, moved the cursor down a few lines to 
the command feme amd [picmudJCGIO) to execute it. 

(U) Another (ooimmoniKy Lo*»UlTOIfcKittM3 fdatattere 
made possible by the responsiveness of the FOLKLORE 
editor was fe use of the ALT function to compare (files,. 
The ALT function swiiitdtei Iteltwuun ttteautrenttf Hteaandd 
the alternate fflte. The camnnoiitt file became the ailtenutte 
file aimili tltecalthornialc file became tthcamrcaini file. By 
using tiveMDriMttafnqqiaklsly, a user ujouitileaai#\s ppm 
any differctmncsbmtvvKarittkette , i») files a whole pope at a 
time. The ssansan wndlilagiqstMr to stay constant iiff tttere 
were no changes andlwomklldflftikker in the ^aatBwhteccc 
there vwyji'dalfftcroijce.s. It was cquiifa usonmom to align 

(U) AimttHwr very useful (and very 
much missed) (feature was the 
command sypeKag caomwMr. If a 
command was executed ttlhat was 
not fmrnd, the ssystemldodder or 
editor would suggest a similar 
command orjflke mame and gave the 
user several optionsfbn continuing^. 
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r ffO U p) Qn 31 Jan uary 1996, still popiitarwirihh its usersamUiumniriggiDixa ©ray 
X-MF_:he last FOLKUJDME system was ipfflwBcadodxawn. R t. 8,§- 3 § 


First, as sfsaomiBS^praiffittineeddetHBasifcs, the qjuwdkmess 


two files, press ALT 
several times ai saaontU, 
watch to see if the 
screen fflixMorndl. move 
to the next page of 
each file, and repeat 
the ALT sequence:.. 

This pram^s wwaMcbtec 
useless if the switch 
between fifties was not 
' v iwstLwiUa!iiEiariisTl! In 
contrast, using a file 
comparison ttnsd>l couM 
be aatadtlioMseskrics of 
executions with a 
varying offset para¬ 
meter or it could be 
even worthless with¬ 
out an offset para¬ 
meter or ability to 
work oon binary data. 

Suppose a program 
was changed to insert a 
certain string of bits 
periodically in an 
output data finite.. These 
changes between the 
old and new ootpptjt 
files could be easily 
spotted and verified 
using ttfece FOLK LOIRE MJTI inutht W> d. Even iff there 
would he tooidriirsgeiincd'ffsM'iqqekdd, the FOLKIilBIE 
ALT metthodwmdtUssoraBtiraefcLbfeftetihithagpijiging a 
command.. If there wen® Gfiffisraroass, the usar Itudl affill 1 
screen of context to interpret tllte reaa®nnfriorthhcchtamgc. 
This method worked fine even for binary data. 
FOLKLORE, hhddi difffiffotent character displayed frior 
every eight-bit sequence. Thwfaiai,acdtoigpiinan®etljft 
would aaawsea diffe&neoce in tfkectebaiKteitr displayed.. 
This change would be seen using the ALT file 
comparison method. Bit-stream crypiptnanLylytsts were 
familiar enough wtilbhththe character representation t<to 
understand \#tet the dlfffecenee was and wHyvitit was 
there. 

(U) The imove to the SSES!wwdrkistiatioH.al bitewded 
high nsssdiutong gplpfeics for the ftmst time, but some 
FOLKLORE usees ©Hited qpiauih waa\affiirmsg^bhiollty 
using thbe PTS tieniminWs in the early 1980s. The 
responsiveness of the terminals even aMdwwedcfcosntne 
creative analysts to produce amiiimataiigpafittited! 

(U) There weme at least two iiitqpomartuihwuTOtliiows 
made imsamn(reseaEQhatepsil»ltWnSrfiftMIfiMl9&2.1982. 


of human iiMteoatiwxnin responses increases more than 
linearly. Second, all skill levels temifit firarnitHissafftot. 
Also, as the sMIl lbsail of the usaarihuraassss, the bandit 
also iittu®Gffl«ss. The canypltandbyiu.coomtnuh i>: wasaeoh o t 
surprised! They Ihadbbeeuenipapimi^cttebenbSesfits for 
more tltamaaddeadde by then. In fact they aamgl&mslj 
about losing their train of thought when anything slowed 
down by even half a second. 

(U) What was tttejswwBr of the eowMmttijan of the 
edit and cwtramami im«M' Commonly uMdlooMnoMnlds 
could te sttwerii in a file. The ufSfffisddfifuUl'SSDOP file 
was often aallflit of these command! lliress. The intertthun 
simply used STOP to view the file and tltein sal teuestltHee 
appropriate 1 iltiiccsvivliit ttmhe cursor and ppeesedtCOO to 
execute iit. Often af^iiesriimiR woarittnrhbdlicjMumarah d 
lines @rr file names itnthbeonlfDput to facilitate mmrihjg 
follow-on qmgrtanss or viewing muUipiMcowtftput files. 
This feature was very iu*dfil I to reduce vraafetddtifijme 
caused by mistyping (iwronnttirnyyqtanaroitms. BATCH 
sequences, a sanies of command Uhessbbgginiriggvitlith 
“BATCH,*** and possibly including some simple 
control structures, were also stored in ssanmcee code 
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sections amd assasortt^xMkttteQiI® key. This also greatfDj 
simplified the automation of modified source code 
installation. BM1CH mprnimBswsBralatededek^ioiped 
and maintained i ins spparmtfilfekpapardtallarllynfoFeuse in 
production runs. These were initiated using 
“BATCH,filename" as the command liliine. When aa 
BATCH sequacrnice waasi lirtititudd' rfirorw itfi th in Id e§ I e, the 
parameter was ***” and wlikron it was initiated ffrxmnn 
somewhere (orntmlfc title Ifile. the porarndterw^ 
of the file containing ttecommnHidls^ 

(Actuality tttu)tc\v'eeiurmari)if)airacterers, but they ame not 
relevant here). The IFCDILMliOlWIamwilt«nui usdd ’ 

to meamn ttt) i hqtu tddftldiironl ltdn e unne rS n t file beginning at 
the (cnnmntt location. A siiintjtc meant to iiiqpiut data 
from the ouiirmnt finite ItiDgmningaUttta'sttuttafitttie file. 

(U) Although having conmnanllHinessttmraiiiinai file 
reduced a lot of mistyping anddvMngngaipBiaten&ers, 
another way lUHiihi I (fund vveyy i miiatihiramsseekj) data oriwaras 
the (commantis[ssfidl iliigi g ocrent!uto r. If a cmimmuiiLlwwss 
executed tllnatt wars molt IftiuuU. the system faadkirffiireailttnT 
would suggest a fHmrillOTammrnaialdcror file name and gave 
the LiKwr several options Iftvr continuing. Much of the 
time, the suggest fttiicommBnd dvasafiiehsamBOtec t one, so 
only one key press was needed to correct the problem. 

(U) Having a single cdit/aMramand monte siiimpilufiiied 
the lifcwil tthcLLKwr. Only one sett coif IMimumnsltatilJ to be 
assimilated aMtoapftitito shersdofod for 

reuse. Efficient use of time lionhbddht Ufa in seeanaKlid he 
computer was the nassilft. The de facto standards ffirrr 
software development set by the operating system 
software aanditttsLisEseeiOTvcbramBiflnt reduced tfiffiaanmumtit 
of deviation tlhat develops between mullipfbteffififtvMaere 



PJL.. 86-365 


developers. Although IRGtLMKCEIKE djdnnxM have some 
of the luxuries provided by today”* custom 
environments rand tHeeunee of COTS pradmdte, a kslt less 
time was mBBdaaH to set up a new user and. to leanm to use 
FOLKLOIML eff ffecti'elfyand d: re neatety 1 y . \.Thiscooppddd 
with tHeeffifetsts of the eetftmmdky rappkfeisj8|«rH*sti itime, 
gave the cryptanalytic coommuitityt acraept'opnoductive 
quarter off a esarttmy.. 
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P.IL. 86-20® 


Introdndtiiun p 

(U) The XIX International Congress of the Ilalirn 
American Slteixes which wasMIi 

in XWiKthiijgtrm. DC, from 2MhtdmgigB03!hpSeptb®nber 
1995, provided a plattfomnn Koir tEincmmitll Halfin /Arrerra-aim 
leaders, prominent Latin /AmmLtHin I ttcaayvand drtirtikl ic 
figures, career d i plemaUs anti rpd 1 i i inkms, retppce sottiaihv s s 
of nongovernmental] organizations, and aaxaaliHiiKrs.s to 
present their views on rabbrodcianamge of hemispheric 
issues amd t»qpiicsaifiiiiiMe®s6thcststdd®lnts)f)Litati Ariumb-ri - 
can (Oiihuice. Four arndKyStsl'fixMin B3 were pikilb^gdi to 
attend tte LA&0M85 (Ganges ssuuddeitlthaiaip pice s> fcfhtii e 
DO TTedhriicdl Health /AtimroyyBBoaid. Asaaneofthe 
four, the iwlttadisaM to attend iiiffcmna- 

tive and thought-prowlkting presentations on topics 
including lire ttmanaiicm to democracy in pasttwar 111 Sal¬ 
vador, the future of Nicaragua, Cuba-U.S. relations, 
post-NAFTA Mexiim-ULIX. relations ((vwttheenpjhhaHisrnn 
the ItairduTtcemiromsppdrktidb jbyi > i m migtat«D|i* > jio lipy). the 
future role off the IlnterAtamriraaarDDoalelpipHiBnt Bank 
andtbtee Organization of American S&tttes (eachppce- 
sented by the (atgHriraJtioAssa^ipeftrtis'SSB'eratpir^ieffien- 
eral), andtttee session tlthat prompted ttfeis article: a 
personal vikew of the siiitualtiiojin iin (CJfi it|pas. t tires sit rid eutwin n 
state in lire swaiKiaat of Mexico, as presenntteull 1% a ULISr- 
born priest who was (expel Had Ifrom IVlIisiki> i rnJIimec IWJ5 
for allegedly imciiitiimg amiHgovernniuntautti\iiices. 

Bnck^nuouril (U) 

(U) In September H ( ME, mlhun Mesiujo) ma&ttreiddipp- 
lomatic relations wiilii Uflae Vatican, Mexican Gowanmnuitt 
spokesmen attrilbuttiodtlhcsXt^ttr)Mtaxcc)(’s'tld£Kire to pro¬ 
mote Ifremtltyrafetetinm s with mroirtteess of the iitierrraa- 
tional commumilty w.lhosfhurttUiitsgrodkifj\wit)14Utarimmny 
and peace. The resUmatiitm of relations, which bad Bream 
broken dffffiarfESSyyaass, was the cmllrrimaiom of a pro¬ 
cess that began in ffartrruany 1999(X\»Whhlt(hap(ppnlnttmlnl 
of personal reprcseimltairwes by tbkjOHlTcsHJdont Carlos 
Salinas andlfiipeJdidihrPBahl II to facilitate asammuniiiaa- 
tion on isames of mutual iiirttflitmamUarnntmisccldvwtitltltfee 
constitutional reform of 1991 that gave dtoumitelitggil 
status. 


UNCLASSIFIED 



(U) Then Secrettany of Government Patrocinio 
Gonzalez KSariifi®, a ffimmnrr governor of the sanitthnaSt 
Mexico state of Chiapas,, dludtumti in July 1993 that wis¬ 
dom ainil thMetuwtees bhmWI tidtth (1 Ihafiasi s of government 
interaction wilttithhCELlnifch, adding tfhat the .Wtuxicun 
government's naJtetihnsfelippwithhhiiCKllruhdYawaHiiDne of 
openness, harmony, dialogue, and respect. 

(U) Such ggxveeinnraont pronouncements notwith¬ 
standing, the amdhllMdtaqp of San Cristoball dc lias (Gums, 
Chiapas, Samuel Ruiz Garcia, saw UtiltMe change in 
church-state ltd tui to ms i m.Nld kMocod £ Chuxpn s. Respond¬ 
ing to a inqpKxttEjrssqdfUKntMinsxiirl (1 (I)aianuu_iirl > 9 ( f9y4, Ruiz 
conceded ttfinatt some |pro|gxLs^lhaUll®ea:irii)inddeiasi aererlult 
of the constitutional reform, for example, in the 
acknowledgment of the Church’s right to operate 
schools. Nevertheless, the amhtti Winjpiimaaintiiioddhdtat 
the government's fundamental attitude toward the 
Church had been altered vary little. In fact, Ruiz charac¬ 
terized MbodcaiSs recognition) of the (Qhunhh as a (cos¬ 
metic step taken wmllw ttonraHeeNIteabn) fit the image of a 
modem country worthy of membership in NAFTA. 
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A Prfc*tt'*6 IlfoissmKilI¥«*Ff»petiti»e 
on Qnapiis (U) 


(U) Seemingly yin LurllHolliy^ldviiwaatxjidxnrtllbanwkder- 
privileged of Chiapas, California-born Fr. Riebe, in con¬ 
trast to lfcdihrimtttiw771yyean^d\AijkitifeW)ip)|RiRHiz, is 
rather portly and appears to tie im Ihis miwiMMKs. He spent 
4 years as a priest in Santa Monica todfons; jgsupgtto) Mok- 
ico. After 2 yearsi inTlymjjiypu, he became fepmsStlfiir 
some 2S(0I0filppairikkinaers ni rVilfaJalnQn, where he served 
for 19 years tidtionce Hai irjgdtq-poteEti. 

(U) Life in 'iiiijgilorn Iftsitltbu lidrligcoimycpqoiples, as 
described %ERr. Riebe, is one of toiling fforttteeeEfpiiva- 
lent of $1.50 jpar day wincorfiftccpplairitiatiiMiatMhdittlatle 
ranches owned by a flew wmiltlw llandthanms;Hwmg\we- 
timized IfiyaacfflO'ttptpt health wwttom aariduarantiMteetivc 
education wwitom; and sodkinfgasstajpei nnaktatofib I. In a 
society where t4te(^%tn^niat«ri^Q^ttdla41lttto^rt 
land but also ttiunttte j|ndiaidUanld[TfKbil(iccs>iyMomsiBcld fill 
the mayoral aimd^tiiteimatoritll[pt.5sini5ns,lR(tfc>be>’^fi)eiFlsli- 
ioners wore wipe (ftvriprHitieili wixhfcliitiKUtmn, but since ttftre 
indigenous gsffljjMesnnwer come ttoa&ldesision ittiitihout 
due ojimsiltertitiiioniiaiidi ipraiyer followed IbystsUll more 
thought, it took a lfew\yea'Fvsif«rtttem to mobilize. They 
flocked ttotltheSSodaiist Workers’ Party wihemtit orga- 



Unclassified 

(U) The EZLIfis imiltUari^aaaapipaigrccbioidddd 
with ttte iirrpimTnBartaatoorc)6fWAF*A 

nized i in( Bhippus, but when aa TO,O0IGfnaan march f&rr 
peace in 1992 fiiafddd to get any media coverage it 
becanmeciitoar that the ®n% wuyy to focus attention @m 
their grievances waas to resort to more wiioltmlt action, 
suchaas roadblocks lonldddfflnartstitkwuns. Still, Riebe 
noted, confrontations in 1993 were not publicized 
because of the negative impact such developments 
would have Ihaiil rain tfI k: NAFII/A negotiations. 

(U) When the Zapatistas finally decided om military 
action, they dhose 11 JJamuayy 19994 to launch tbtibr (cam¬ 
paign, not only baacaause /Army 1 t csspps: oo Id cb b (t; tkkiccn by 
surprise after the na»dta\y of New 'fifcairssEhiecbilntut also 
because it marked the implementation of NAFTA, 
which dhe paaasmttsee^piHttetlttoeKaaeebbttlUhhiii ppwfltyy. 
Fr. Riebe foal lawosst that when ttteMfaiaaarggoffltmnraelnt 
was s.siH^sepuraratjy'u uriahle to attribute ttteaanuBddrisisur- 
gency to extonmall iiiinflluciiKscs sunJh as Communist Cuba or 
Guatemalan gusrrllias. it began a wUtdldtumtamomgtblie 
cleigy. 
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Fr. Riebe's Aaamratt of his Arrest (u)) 

(U) On 22 Jimne 1E985, the day of their aniseSt,, Rod¬ 
olfo ItzaiL, a ^mhMhgrresSt with aafchmrMriiS;£tetjHliiIJa, 
had teem tat Fr. Riebe * I tomuiadduhMi Heft with tsonre 
children front uHnt [parkttii iiniumoalcjT pul«k[Dj pititakkicllxaiitar^ u; - 
ing to the dtamidh, Soon afar, Mexican pdikffiawartCtnkk 
the truck and pulled Itzal from itit, apparently on 
trumped-up (dtaatp^omireerm^ of the weliih- 

cle. Fr. Riebe wafscoottataddirahdslasiktfd go go to the 
scene wiMhthieddoumBBtitatiiMDiothdteutikick. Wham Hu; 
arrived, around 33o’or(®ffeck in the afternoon, he was 
detained liyyp^diiioliitftfase^qdfadice. State jjufdtxrMl police 
(PJE), whom FRdbbu:luhacaetcradcah as “thugs,”” subse¬ 
quently arrived with madWmEgpiiK. Refusing to sxgdkiin 
the ulhargcss aggai HE t the priestb, the HQEptaM&bdRiBliebe 
blindfolded, on Ms Urmoss iinthhdb bale k of a flatbed) ttxurfk 
and put Itzal in the cab airoali dliom- tthunittotltecstliMucappl - 
tal, Tuxtla (CiiliajTB/z, from wHereethhy wwerioflasvto to 
Mexico City aaDradtllhBnlalsqatwtfctbMiMinmi. This tlnalt- 
ment stands in stark (asnUnafat to the former Qni^pssgpw- 
emor’s description of the govemmentt-dhimlh 
relationship as one of openness, harmony, dialogue, and 
respect. Although ttfcpprigStsvererBotiot beaten, Riebe 
confessed that he wars\\ar^ttfflBgeaaridf&riidlil througlnouiit 
the ordeal. In retrospect, he molted wiMhailhu^h,tllKomlJy 
thought that had gpme through this mind waas, “Why 
Miami?” 

Rlebe^FmiecssItffiarCIliiqpas (LJ)) 

(U) Discounting aMkigiiirurhstlhat outside iirfluiimuiu. 
whether from (Cam tnil American rcevxbdititiMinaiiQKs, drug 
traffickers, or tliieCffihtxrhh, is naspanshifcefcfDr the Zkjp- 
atista movement, Fr. Riebe e^pramtss ittccbbtilatihhbt the 
Indian popdlattiiom of Chiapas ha® aarcef^dda-sppmiMli 1 - 
ity for its own ffhtnme, has became way ^HsUaltoasggaiHz- 
ing polliittiicfflll^y, and risqqhteapqiable of carrying coriitks 
own rebellion. The ttmBs to act has cramc. he sapj; the 
indigenous peoples are chaknptn^ttecdmwiQy of doing 
business and thkwce is hope that their situation wilill 
improve. 


Epiogume (U) 

hough Fr. Riebe was rant told piiBTtfriifeis 
expulsion from Memos the nature off the dhargLss;agariKtt 
him, nor did he in his comments during LASA-95 allude 
to any iilkegdl activities, the Mraiiaan SSeorutcwy of the 
Interior told tftae HI! Si. ambassador to Mexico onn 27 Sep¬ 
tember (jiimst 2 days [prorr to Riebe’s appreanaoiirec at the 
LASA aonffB-eewed) that the MeKkatm Government has 
specific compDaiiniteagpihsttffiElhe of incitement to seize 
land Midi tttmatks to parishioners who\ndiu«ill to support 
such seizures. Meanwhile, Paul Nadkalbmy, another 
American pritestt, was ffiEffiiHadl iRtMuntiy,' to MfskuBoi mS»fp- 
tembar after a rmnrtttiss absence ffroniCGihappas. The 
Mexican ©bcwenrrnfflTtf, which dtaiims to have iimjmtrm- 
vertible asdiffensreodifllitlgglal activity % Niiaktdhny, opted 
not to raamitte an arrest warrant against Minn hint instead 
to refuse to allow him back once he had left 

Condusmn (L)i 

—CS, The future of the Chiapas peace pnacam is 

uncertain; progress to date shows ttttttt the pace will I be 
slow amhppkisilstlakigg. Moreover, whether or not Fr. 
Riebe and! HisscoifflaggBssxeaeeddddhthbdDuattbdxf dfeiheir 
pastoral duties, or how the Church”* aadwiism in Chiapas 
will affect church-state retUaionss is difficult to deter¬ 
mine. What isdhaar is that opportunities like JL&SSA9S 
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James Mites. The L egacy of Tiananmen; OteimaimlBiaarayv- 
Ana Arbor; The lMiwra% of Michigan Pttsss, 1996. 379 pp.. 


fet/fenwbV f. — 11 P.1L-. 86-365 


(U) The legacy of TianaanmrraaffiMrtimiBsstiDqjpffBwbie 
debates snfoppDOTppt further anKljyissabboUt Chiiirwi^scotH'- 
rent stat'asandjifed'dta-Brdedeteilopsntnt. The ILegauy of 
Tiananmen; China mlBisur- 
ray by James Miles is an 
exeellaitt addition to these 
debates and adds to our 
undetsttairiiiig; of contatnqjrBiv 
rary China. Intl&bis book, 

James Mltesldofekatat factors 
contttiibtliitjg to instability iiin 
China., wltilteltegpnjgtlthddes- 
sons of Tiananmen i iinnmidd. 

The Oxford Univeirsiitt\y- 
tradinwll Chimai-waaithter 
believes that the events in 
1989 offered the world a 
unique ejjpmitwritjyt'fodohlaut 
some crucial aspects of 
China that had long been 
only ddiinb^pepeBi««i;d. The 
event briefly illUmirraaedcltltbe 
mood of the public, the 
workings of one of the must! 
secretive FpdMiioil parties im 
the wodlrdl, and tiht-|]«n;.«nnliii - 
ties of Chinese leaders 
before the veil once again 
came (town. Taking the nasv- 
elatioms finam tflfeTFaiwnsnRen 
inefcfcmtUBsaappinht of depar¬ 
ture, Miles esaitmnestlthddffirffBtit aspects of China ante 
its s@Kite$y. He ideimtifcs;anilddssciliteeSlth?w(!to®itiiJainalnd 
social tensions. luiterHiiicgiiididiigQgdudiifiiTl' S^ifiahina’s 
ecow>(miclibotninrfthdi)Ui«wtl"t>dKUthat what happewsilsoo 
unexpectedly in 1989 sltotJllkdteti us to tflefisst that an 
economicbsswnddessoiot necessarily briiigststoftitytte i n 


its wake. Altltamgjh lte«9weeto»8^drgeL)l ®n dotanstifl i c 
issues. Miles ^teid^sue^eBfiprjgig^teffeite nes<tb®)lve 
these problems that win have a eruerall bearing oon 
China'^ffowfea8ridtitsd@|ti(t«siwitlit h 
the wjttMUkwwilli). 

(U) Miles" analysis has ltedftiim 
to WlftTOthaiSt China ifenffimfdairigig 
the most uncertain period of its 
politfcall life ^mtn.'tlihd'6ramiiuiuNfcts 
came to power. He joins others 
before Mmiiiit^iigj&hth at thedtettth 
of Dettf Xm>tpiigvwlllimtfkktl?tid.'iHld 
of a leadership syysteralodnMirittaled 
by veteran tSilMQlwtisariess whose 
authority rests on careers dating 
frotnvwHll before the Commwjnmt 
takeover in 1949, Those fighting fer 
power after ©ar^Ssddafiltbiareportlthe 
whole, younger n«mlto>gltijya£ldli|tH- 
tle, if any, role in theeiivl wartflatt 
broufilit the Cinrnntuiiii‘iM.<t< t ip> < pvme r. 
Deng'&fSrangtlh, like Mao Zed@ig&, 
has depended to a considkmiteli; 
extent on HiteorrddiHilMy.vuhih i tint h e 
military, bait itipdteihiglflfeyyaBrsias 
a commander and comtmssar. 
Deng'feddriggnWddiviialtjafnicsansees- 
sots, however, do not have any 
eombaa experience and will not 
enjoy swritarstippate. 

(U) Drawing on insights ffrumhlalstricteal analysis. 
Miles likgarifcdteel USSBfoeirisdfent as <@ 18 ; of theputosUcc 
upheavals i mwbkfc IPfiMrcinsgglgjJltoi firod iralosleimodern 
identity taiteostmfotoggppsvithtfoteetoritiiid^as'yrld. As a 
result of his owmegsmtiintariurn. Miles Ibtecmsstlihiat the 


UNGLASSIfftfHID 



UNGLASSPffiE) 


(U) Miles a^lteO^hiaddttkd^ftsavcrktlUdile 
as it was during ttteJJwnuefla^turrmril I 
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UNQUftSffl-fttBD 


(Ujj Mite ®anndlidfe£tHai tCMioaacdd.aynuraiam atateteist 
as isuiiifUffllicltiiHiteaoridvsLaltilelesas it was sat the wtfegft of the 
TiamaiinimmrS8fluaKP|nc)<tteSJ.s. Deag'kseTOijiTOnHa'a-61ibnTarHJid 
deveJopmngiirtt poIidiasiHajAffia^gaaaMddisdoilal temswinfiaawld 
weafceuffiditHieppatyvs’ggpp; the gqpHsatweerriebtaadijJqwor 
amdltetwamnrituiail and lurimaniisvwikJehing: amdtjtffifpsxpibiic, 
ine)i»iiitigppbhlj©f£fiialaJs, have I test faith in theppatyjs’s 
future, esp©dal% in itsaMiitytoonisefet their tissiicnoedsls. 
Miles Uriies^esstlttot China in the lhteel 9980s is a an tun try 
deeply immuise of where it is^hjg,tfesOTisecOBhin®sip(piijft i- 
ciams and the public are already asking; themsdkwss 
whether CJhina if 5 e 8 twgingaasiariQeweeoooomi 6 ipt*pft(pfflwc r 
with gjMalliitfflheawee, or if it feItmatiin^ttchuwrddftstichaluasos 
they so much Stmt.-. Miles ar(-gu»stltihin chaosifisrrowwdlttoian 
likely, given tlteasitStaruce of factorscatmtrHulthggtodnistata- 
bility, and ^in 9 »i)yssQblchdBWibtdldatii®teisia 0 eQ»r£ad-red 
in China'sHijfitwyv. He, in idtantt, judges tthsu if dtaesswarr 
results in the cirdliqpve of the CCTtiheeseaatotobtyt ys as it did 
briefly in 1989, the [poor and tfkeddi(scot«iilBticlv®rrklfcfe be 
among dike fliiriit tto>UtWtc 11 r^)tbki'cstittre&ts. 


anti-gownmnifflitt protests iml 9889uaBaseutut of acram- 
flict between tfteffottggaxswii i agispipit in mn of the uutUmm 
populattiknn and tithe consamaifcsm of an aging aadd 
inwarddcsdkiiiiegldaddicstslpip, which) in many aspects 
still ©penafess 11 Meet kbet Aid itipiptil ;d( Wu rt. The dfetnmn- 
stratois in Tiananmeim Ssppaasewsiaatfednamaltd ctor-cor- 
ruption, a press that was free to report on real 
problems, and a govenmnnartt that listened and 
responded to <H«iKmmsultoxinfcevcytJlhiflgifimmilMk&ron 
to political representathDm. Miles concludes, that 
Deng's economic boom hhas done little to addhteess 
these annusrms, thus ILtuoiirygu urmtskvbcfdi file ilsDsk) n s 
and problems dtuit 11Ikdlywlill I trigger dkasss. 

(U) FurthermanKr, Miles contends that cracks 
have ttejgunta®pqspear in COtimniks political structure 
which will) open itlhe fflamMroais’ixbox of rivalry, hatred, 
vengefulness, ami aimpitHdottlttecrideSlaabhis'eiimtiiOinns 
just asiinssnnee of the IbrrmmrCGtmriimiiirKKt'ouiniiiiiCTcs of 
Eastern EiuiroijiffiaaTitlppaBs of the fomrnurSfowiettlLtbibon. 
He (kdiic,vjs,stlthat factional rivalries, ideological rifts, 
personal enmities, and athber related ppobMaras are 
already a^ppatcntit in the Chinese Communislt Party 
(CCP). Public cumttBnqJt for the [partyaurictxaykisinm 
about its policiesaire[pH'rvrtsvvecoaiupptiroiiisiRirQpjipant 
and unoomitwIllsBii aaidfuDmoontibiMbleccniinmhi sxpkplo- 
sions ;arcakijaddy , )a®nroiiTg[.-.g. Miles Iturttarr believes 
that these [proJidLunrswilil] multiplyaaanttriteterifjt'y, and 
that China will mot have sudtn lhaalteBsaadNMaiZg'dxatagig 
or Deng XiaopingwltrooaanlieddtLOutit of chaos. 


(U) It is matt surprising tttt&t Miles OTtkassafit a [ptssst- 
m islic ctwmdiiMii'iiudtMiUtfflihiinaintl dtrtf Lftutuidalrkij).jipKrn tn t, 
given the facttttoat he focuses Wisatttmtihmcffliy'yoorwljhiabthe 
considersasiaatOTsawrtrtlhttiniigg<i>diiHktbBilytyiaihdhttoK)s in 
China. He basically fsoitmliiiit Itelltotedlfir)r,ijDnid:l4idinrv)iiht- 
standingjgxbbpipttngigJge^aiher a fiaiij\'w«141tkskiuiiBidn(tled, 
theorelkallyglttujistttte, and llhon^ttprtwMm^bbofekibtoui 
contemporary fflUrina. No ®wec®abgtgn«reror dispute tlfce 
destabilising* fdatanrs resulted b^yD{hgi^id9pnpisig’s eco 
nomic policy. He, however, purposely igjraradJtbtecppsiJitree 
aspects imdjcojjfisqjfeoness of Deng'S, jjjabiki^y, and HaiJbdJ to 
understand tikeddynamies of Chinese gHlltihssaadcCBltoBte’s 
overall socioecowanjik: developments,. China today is 
nowhere closet© wlteffiCHihtavwiasaittltibesDsstt of the 198® 
Tiananmen ppoMefets; nor will it in thenrgur future 11 Wolfs 
resemble, the stitutfiBmtihatcohltBjntaddhhtrtigfiiiyiy. On the 
whole, China today iisim^dtertoscaliiiidlttaffltoiayijitmne in 
its lMfSteny; and ©tfimcsniiicimqqitjtyiitditfegtjgjehal disparity 
aside, the OhhseKeppeqjjdiatErectnnanajoadylfyrfbettniiter off 
today thrantlte 9 yweeed)b 6 fria-.e. The cuimmt leadership dfeso 
possesses am effedtiiw: iraiBdtanitani of control badkftdlBijytilet; 
military airodl tibcipittllrcseccuiitk/cfcuiccs. An equally stamg 
and credWteoasgecaorbbaiTiakie in favor of China's tdhlhyy 
to manage thftsseftomrsaaddiiwiidlittatowWeliPotintiingng 
its current economic transforamattom. While positive 
changes in China are at a slow and evohtfttroHHT^'ppwii, they 
are irooKatHir^fcyeg'iddBht and llJkdtyvwliOl appear mrareeffee- 
quently, especially at the lb®al I levels, if stability conti inirtss 
in China. 
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U N C LASSIIFIIED 

(U) Deng XiaqpiTt^s policies 
have \s&gsa4eeT®eid paiflj/Ss grip. 


(U) Miles acquired his infoiraattikam feir ttBniis iinnttiEaKEstt— 
ing taakkfrfronbcbhtfihCfiteifflESBddBdglErighisbkfoooks and 
newspapers published in China, Hong BmTggaaddhfche 
West. Other sounoassi imfakdddiisi siioters'wesvwi tfi i ffih C h i - 
nese officials and arafliiimaHy dttBams.asswedll as his obser¬ 
vations made dluringhhis eight years in (CEiiinnw'biiele 
working as a journalist, mostly wiinth tine MBC. However, 
it is impossible tto voii% tUteomriiliillt jy of some the peo¬ 
ple iiinttoraiimud by Miles, since tthuirttnai'iddctiittitiiisiiajc 
not revealed; nor is it possible tto> eetaLtolbilH khvwkt It he coaf ri-t i - 
dence ttlhcraHidtillity of the imffainmiutironi divvilIgidJ by his 
oral sources. Nonetheless* this book is well-written, 
highly readable, and tthouiigjii^ It is, in short, a 

valuable icomriitauiioin to current China nffiffiamthamoldtclo 
the undtaisltsimilhaig of contempranaiy (Qtirira, and 1 n®oamm- 
mend that the MSA ffitarany aaqureeilt. 


(U) James MitevwoOtdhhiifodHlokflrftitivliigjngdand 
working in Beijing as a journalist, mainly wittlin ttlhe EHKC, 
for eigttall yaiurs. He kutullHissworkkvwfaMilu)i)in iefel- 

lowship at the Oimiiveirsiitty of Michigan. He is tnuranttiy 
the BBC’sHdagg Kong oionxejgtirtnttanit. He Hreganhhis 
journalistic icarnur i mCCIhiMishbJWitjtyatiftchiheeimjKivbtl ih is 
education iiinAClMire»te sshidies fiimm (OWiord lUnivtcrrity in 
England. 


r'VLCcO/f p.v\ a ijmtitdfjmnt in tUeeS&emor 

Technical Deveiopnmat Program (STTXDll), currently 

mitiefam, mmm 1 ' % Mm. in the fen#, ml 

reporting fields. He mm%dhc [, \ ,riar 
to kiif, Huilattiwniinutilke 

experiences include Umggmgg^ipmexasigigndntipmport- 
ing. He is a Mmsttar in Intettigamx AnnilyfiiscanllcaNlfas- 
ter in Language UntkhtDtXTeEtutiaMal Track Pmtgnam. 
His ffirrmdl education iindluliesatBJLA. in IliiStonyfifmm 
Vanderbilt University, and aiHfhTD. in ipoiliiiadl sciemae 
and Asian studies from the Uimmmitty ofNmre Dame. 
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Robert M. Clark. Intelligence AmmUyais: Estimation ami ffteHiaiian 
Baltimore:: American Liitocaivy ffinsss, 1B3@6. 340|pjp. 

fteviewffidby Bill MoAte 



(U) What do jwuu <gut when yarn arosssaaneeogioatr 
with a lawyer? Well, you may get ©lire Ihsdk of an infor¬ 
mation gateKHT, but you nnmi^ktt want to Ita ffrreavaarrreeld 
about the delivery tadtemiiquiiE. 

(U) We have Itamoimi-aacou&toradd to intelligence 
history hoooimiingaanmUHer of public ikiuoixU: we frihauulUl 
not be suuiiipni'soduosmjiinm'eiiiQcldijaairaruhihitiut technique 
and process.. Nor should we IteedtltersMppijeddooL'onn- 
cerned ttosac©u®ur techniques and rpraassses demysti¬ 
fied. If what we are about is the collection of 
information ran dtemantl, the processing of that informa¬ 
tion in some way, and its ddliivery tothttmisfcmernnakk- 
ing the demand, Ufam mte fflpaiateimaaEpDasesssveeiyniimihh 
like those used toy fSC)d41hiedtefis,d44textthe8s, and medical 
diagnosticians, among others. 

(U) Robert Clark, a former CIA aaabiykt, has 
attempted to reduce litre anultytiralternants of the intelli¬ 
gence [poteesis i ihfitaworathhigg of a text, with fflungihasis 
on tilre landlysis of scientific amdttattaii'oil intelligence. 
As such, it may repeaattt auusdfill primer for Uttare mthoi 
have found tfltanmsdlstes tthmwn i nttotll>bq)pioes$sri isqxbjh e 
form or aimttter \w t Hi 1 i itIdeopppom u hit y a o tett b rtek: hnsh d 
look at the process iitrsdlff. 

(U) But this is a ttastthwlk, and ssnnemeeslsholdd 
have told the aufihoir tthat t Heeppdrtbls hlinggigd si <f rtal detvtx t - 
book authors of the requirement to teg®itotfcaambtls®f- 
ing wmtetitimuiiHgo. Or maybe ssonceautlthorsimplply 
freed themselves, the great Yale historian Donald 
Kagan, to cite an example. 


motion and Pinedktikem could only hwc impiwwedl am tffloatt 
graph IN; imibiiijgi ittltbretildireiwisiffialal, adding a [pntllu;- 
tive coordinate.. 

(U) "At its wwiNtt.”'im[ri(blreS.lthc>axS(stejiiee of some 
elements that avoid that Sate. The bodfc imndkultesaisajriiss 
of Analysis Principles and GaaeeSSididtes that give it 
some measure of life.. The Priiimdiplle* imtlhLiicaiwurything 
from OtBtami5sBRae!®ita(Nbteteni»Bi®trst Law, which tite 
author appllifis to orgamraftanEiassweill as physical Iborfi- 
ies. Some of these are puzzling; if the focus of the book 
is on runtUytts doing scchaitatSficamihtfeahnhnital work, a 
paragraph QDTtt«ooonn !! S" curves wmiRUseconnntmruiees- 
sary; it istthtllagetr. non-S&T-analytk:UMinmuin Uyttohtit 
could find it beneficial tehmsffitttmiTttteBsddlpppsddimsannc 
methodological! i%ar.. 

(U) The G3ascSStiidtes are i irtttHggetltJyseieteetfed, 
described, and aggUffiti, deriving Ifnmibbtlth lihin idtld I i- 
gence expeniiwre((Ift^lIHalrfe)fflf)aad(iKt£tiaTahl, industrial 
(the development of DOS) expemiaiKss;. Purists and spe¬ 
cialists wiil probably jgro curacy ait the sho»ltllnain»ili (ihsstrijp- 
tion csffseoMBCfinnpilpieKventsits, but such iirqpnarahniiss 
almost a relief from ttUnte ©tgastarsy [pffirianws xf ft tobebbohk. 

(U) Looking feraapphmiBeDnrththaiHiigtytiprpceKse%s? 
This cowiM Hseyyot) ibbobk. Looking Afar "haggoddesBid?” 
Probably mat. Finally, the jptlfll&hiiggggdsls, even tHte 
minor deities, assMat^witHissnaMdeippa^ssss, should he 
ashamed to permit Kite guHHraatixnn of a text of tlfesajtt 
without a table off ewnentts. 


(U) At its waist, Clark's hookkreenmiiddsItfercKdider 
of the poetry text sJtewmdlbyIR»lbuA\Vflilaijiirass' charac¬ 
ter in Dead Poets Society. Audiences will mamrernfetiTttte 
scene wlhBrehbeliMliihishohgffgffspifpDirahe th®lb(btsk its 
first chapter, the ©mevwiithtHee x, y graph to be wsaitfor 
plotting a poem’tesgnaltitess. Intelligamoe&indiwis:Esiii- 


ir. N&tiitc, DDO Senior IlntdlligomeMIdiH- 
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Editorial Policy: 

(U) Technical articles are jp-rffereeidowuer those rctotmig 10 management, 
shorter over longer (under 3,500 wrtrrtkq. Emphiteis shtonMcb foenoirmpnnri»g n g 
NS As ttttdtiritittll perfeintaaiiffle; articles sitodhdbbaiaintbd at explaining cited hfp- 
ments in oneAtuumirlteMU to those msteiiteUt. Readers ansdirvutedl to contribute 
conftse«K®rfijpffiKsaaddera'eteft's of books, articles, software, and Htaxlivaareetluhtit 
relate to our missions or to any of our disciplines. Editomialls are ate© wdtssmffi. as 
is Ihumon:, Submissions muyy be published aatotyytwwBbJv, but the iilkmitty of the 
author must fee taws® to the editor. 


SiuHnrilttiiingAteticks: 

(N.B, If the fOItewing instructions are a mystery* to you ;anil>yfturlli(iai IMBP 
support is no help, please Stall free to contact tlte CCIfTKinKOf L C 0 X<jj ecldltioxn 100 il)§ik3 - 
5283s oir etypteg^&pmsa)) 

-peSTOtSend astfftocippy'viaaeeHrnilil tooify^rig^Bsa. or senhaahtedefcoppy 
aeoowfa«raM%allibdltedl^ to the editor &UKB2 in 2CQ99, Ops. 1. 


Quittance: 

For itirKKiimtinimm olffeituivoy ( (®sf$aiaappssitfelsvithihitih tlinhiitMits off your wench 
ptoeessar)): 


• Do not type yaw anti id It iiti aapUnl lllttterss. 

• Label all diskettes,, identifying hhattesnue (operating ssytumri: DOS, 
UNDO, density swell ttyp® off word pwsfiassst rrussdd Tfltasamtes, your name, 
organization),, btuithirgi, anil [fthoRxrnuntoter. 

• FrameMakwSaratatisprefewdtA^IltOM'tissaislsot'iliiiffe. (FmmMdkvr 
men:.: wlulte we mtdlaoms}giaffitii^j^)im«d?iiMikidlhsrfioiittlvh,0^le.‘iiSVfej)- 
miMtewIbj^tsmiHm'tlhmmi/AKbhnetiiFFcrimtessiflTthesfr^inmm'anKmhrly 
bmpmMttktvc>re£$®rmtitammuKt®mhxtdr\i.) The aslltorwjill be ltapP5y to e-- 
mail a CRYPTOLOG template on request. Amatiteroptioaisto use ,133’s 
document coinwHsjisrtisgeweri^CEMHlK); instniictioiMsff®r e-mailling 
files for cowers mcii caaibebe found at ltotlp/yMww,\vj.j33..ji. , nislq/46fiq623/ 
cteaneAcclleaftjtitih I. 


FOB MM1ML ME DULY 



